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E}’TBGP)KI{GHI/II/I Konueniuu _‘
MH(}OpPMAIMOHHOW 0€30MaCHOCTH
WH(GOPMAIIMOHHBIX CHCTEM MEPCOHATBHBIX
naHHbIX YnpaBieHus PocniotpeOHanzopa
o Kuposckoii odnactu

B nensx ucnonnenns ®@enepanbHoro 3akoHa Nel52-d3 or 27 urons 2006 roga
«O mepcoHalbHBIX AaHHBIX», [locTtanoBnenus I[IpaButensctBa PO ot 17.11.2007 T.
No781 «O6 yrBepxaenun Ilonoxenus 06 odbecriedeHUN 0€30MaCHOCTH MEePCOHATBHBIX
JAHHBIX TIPU UX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMAaxX MEPCOHATBHBIX JTAHHBIXY,
[ToctanoBnenus IlpaButensctBa PO ot 15.09.2008 r. Ne 687 «O06 yTBepxkIeHUU
[Tonoxenuss 06 0COOEHHOCTIX O00PaOOTKU MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMOMN
0e3 MCIOJIb30BaHUSI CPEJICTB aBTOMATU3AIMKM» U OOECIeYeHUsS HaJIekKAIIero pexuma
00pabOTKM M 3alUTHI MEPCOHANBHBIX NaHHBIX (manee — II/IH) B mHbOpMAIMOHHBIX
cucteMmax nepcoHabHbIX NaHHBIX (nanee — UCII/In) Ynpasnenus PocnorpeOHamzopa
no KupoBckoit obOmactu (namee — YmpaBlieHHE), a TakkKe C IEJIbl0 OOecreueHus
peanuzanuu MEpPONPUSITUH, YTBEPKICHHBIX TIPUKA30M YmpasiaeHus
ot 13 Hos6ps 2010 roma Ned1-OJl «O BBenennm B neiictBue [lomokeHUs O 3amiuTe
MEPCOHANIBHBIX JTaHHBIX B WH(OPMAIIMOHHBIX CHCTEMax IMEePCOHAIBHBIX JTaHHBIX
VYnpasnenus Pociorpedbnanzopa no Kuposckoii o61actu

I[TPMKA3BIBAIO:

1. VrBepmuth «Konnenmuo wHGOpMAIMOHHON 0€30mMacHOCTH WH(OOPMAITMOHHBIX
CHUCTEM TIEPCOHANBHBIX MJaHHBIX YmpaBieHus Pocmorpebnamzopa mo KupoBckoit
obmactu» (nanee — Konnernmus) (Ipunoxenue).

2. HadvanpHuKam CTPYKTYPHBIX TOJPA3JCICHUN W TEPPUTOPHAIBHBIX OTIEIOB
YnpaBieHus:

2.1. PykoBoACTBOBaThCs B pabOTe MOJOXKEHUAMH AaHHOM KoHuenmuu mis
OTIpE/ICJICHUs] OCHOBHBIX IIeJed M 3a7a4 IO OOECMEUCHUIO 3allUThl MEePCOHATBHBIX
JAHHBIX, a TaKXKe JUIsl MOCTPOEHHUs oOIIe crpaTerud (YHKIIMOHUPOBAHUS CHUCTEM
3al[UTHI IEPCOHAIBHBIX TAHHBIX Y IPABJICHUSA
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2.2. O0ecrieunTh A0BeAcHHME MoyoKeHni KoHIemmu 10 cnenuairucToB OTACIIOB,
HMMEIOIIUX JTOCTYII K IEPCOHATBHBIM JIAHHBIM.

3. KoHTposp 32 MCIIOJIHEHUEM TIPHKa3a BO3JOKHUTHh Ha 3aMECTHTEINS PYKOBOIUTEIS
VYupasnenus C.B.AradoHoBsa.

H.o. pykoBoauTes E.A. benoycona



[Ipunoxenue

YTBEPXJIEHO
npukazom YmpasieHus PocnorpeOnaazopa
no Kuposckoit obnactu

oT 13 nosi6pst 2010 Ne 43-O/]

Konnenuus napopmannoHHon 0€301maCHOCTH
MH(POPMAIMOHHBIX CUCTEM NIEPCOHATBHBIX JaHHBIX
VYupasnenus Pocnotpednanzopa no Kuposckoii odnactu
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OIIPEJEJIEHUSA

B HacrosmeM AOKyMEHTE MCHOJIB3YIOTCS CIEAYIOLIME TEPMHUHBI U HX
OIIPEIEIICHUS:

ABTOMAaTH3MPOBAHHASA CHCTEMA — CUCTEMA, COCTOSIIAS U3 IIEpCOHaNa 1
KOMIUIEKCA CpPEACTB aBTOMATU3ALlMA €r0  JCATENBHOCTH, PEANHU3YIOIIAs
UHGOPMAITMOHHYIO TEXHOJIOTUIO BBHITIOJHEHUS! YCTAHOBICHHBIX (QYHKITHI.

AyTeHTH(UKALUSA OTHPABUTESI JAHHBIX — ITOATBEPKJIEHUE TOrO, YTO
OTIPABUTENb ITOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onacHOCTh NMEPCOHANBHBIX AAHHBIX — COCTOSHHME 3allMIIEHHOCTH
NEPCOHAJIBHBIX JAHHBIX, XapaKTePU3yeMO€ CIIOCOOHOCTBIO TOJIb30BATENEH,
TEXHUYECKMX CpPEACTB W  HMHMOPMALMOHHBIX TEXHOJOIMH  00ecneuuTh
KOH()UIEHIMATBHOCTb, LEIOCTHOCTh U IOCTYITHOCTb IEPCOHAIBHBIX JAHHBIX MPU
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTAHHBIX.

buoMerpuyeckue IMnepcoOHAJbHbIE [JaHHBIC — CBEACHUSA, KOTOpBIC
XapaKTEPU3yIOT (PU3MOJIOTUYECKHE OCOOEHHOCTH YEJIOBEKa W Ha OCHOBE
KOTOPBIX MOXHO YCTaHOBUTH €r0 JIMYHOCTh, BKJIIOUas (oTorpaduu, oTrnedaTku
najableB, o0pa3 CEeTYaTKW TJla3a, OCOOEHHOCTH CTPOEHUS Tella U APYIylo
oA00HyI0 HHGOPMAIIHIO.

biokupoBaHue NEPCOHANBHBIX JAHHBIX — BPEMEHHOE IIPEKpallCHUE
coopa, cHCTeMaTu3alW{, HAKOIUICHUS, HCIOIb30BaHUs, PaCHpPOCTPaHEHUS,
IIEPCOHAJIBHBIX TaHHBIX, B TOM YUCJIE UX IIEPEIayn.

Bupyc (KOMIILIOTEPHBIH, NPOrpaMMHbIH) — VICTIOTHSIEMBIN
MIPOTPAMMHBIA KO/ WM WHTEPIPETUPYEMbIi HAOOP MHCTPYKIMN, 004 ar0IIHiA
CBOMCTBAMH HECAaHKLMOHUPOBAHHOT'O pacpoCTpaHEeHUs 1%}
camoBocrpous3BefeHusi. CozaHHble NyOJIMKaThl KOMIIBIOTEPHOTO BHpYCa HE
BCEr/la COBIAJAIOT C OPUTHHAIIOM, HO COXPAHSIOT CIIOCOOHOCTH K JTalbHEUIIEMY

PacpoCTpaHCHHUIO 1 CaMOBOCIIPOU3BCACHUIO.
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BpenonocHasi mporpamma — nporpamMma, MpelHa3HAueHHas IS

OCYILECTBJICHUS] HECAHKIIMOHUPOBAHHOIO JOCTyna W (WIM) BO3JCHUCTBUS Ha
NEepCOHANbHBIC  JIaHHBIE WM  pecypchl  MH(GOPMALMOHHOH  CHUCTEMBI
TIEPCOHAJIbHBIX TAHHBIX.

Bcenomorare/ibHbIe TEXHUYECKHE CPEACTBA M CHCTEMbI — TEXHUYCCKHE
CpEICTBa M CHCTEMbI, HE TIpETHA3HAUCHHBIC Ui TIepeAadd, OoOpaboOTKH U
XpaHCHUA NEPCOHAIIbHBIX JaHHBIX, YCTaHaBJIMBACMBbIC COBMECCTHO C
TCXHUYCCKUMU CPCACTBAMU U CUCTCMaMU, IMPCAHAZHAYCHHBIMU IS O6pa6OTKI/I
NEePCOHANBHBIX JAHHBIX WM B TMOMEIIEHUSX, B KOTOPBIX YCTAHOBJICHBI
UH(POPMAITMOHHBIE CUCTEMbI IIEPCOHAIIBHBIX TAHHBIX.

Jloctyn B oOmepamuoOHHYK cpeay KOMIbHOTepa (MH(OPMALMOHHOM
CHCTEMBbI MEPCOHATBHBIX JAHHBIX) — MOJYYEHHUE BO3MOXKHOCTU 3aIlyCKa Ha
BBITIOJIHEHME IITATHBIX KOMaH/I, (PYHKIMI, TPOLIEAYP ONEPAMOHHON CHUCTEMbI
(YHUYTOKEHUS, KOMUPOBAHUS, MIEPEMEILIEHUS U T.I1.), UCHIOJIHIEMBIX (haiiyioB
MPUKIIAAHBIX TPOrPAMM.

Joctyn Kk mHpopManuu — BO3SMOXKHOCTh TOTy4YeHHs] HHPOpMAIUK U €€
UCIIOJIb30BaHUSI.

3akja0uHOe YCTPOICTBO — 3JIEMEHT CPEICTBA CheMa HH(pOpMaluy,
CKpPBITHO BHEAPSIEMbIN (3aK/1abIBAEMbIN WM BHOCUMBIN) B MECTa BO3MOKHOI'O
ceemMa wuHpOpMarmu (B TOM YHCIE B OTPaXICHHE, KOHCTPYKIIHUIO,
o0Opy/IoBaHKE, MPEIMEThl WHTEPbEpa, TPAHCIIOPTHHIE CPEACTBA, a TAKXKE B
TEXHUYECKHUE CPEJICTBA U CUCTEMbI 00paboTKU UHGOPMAIIUH).

3amumaemasi uHgpopmanusa — UHPOpMAIWSI, SBISIOMIASICS MPEIMETOM
COOCTBEHHOCTH W TMOAJIeXkAalllasi 3alliTe B COOTBETCTBUM C TPEOOBAHUSIMU
NPaBOBBIX  JIOKYMEHTOB  WJIM  TpeOOBaHWSAMH,  yCTaHABIMBACMBIMU
COOCTBEHHHKOM MH(OpMAITHH.

NnenTugukanusa — OPUCBOCHUE Cy6’beKTaM U 00BEeKTaM JIOCTyTIa
uaeHTuduKaropa U (WIKM) CpaBHEHHE TMPEIbIBISIEMOr0 HIACHTU(hUKATOPA C

NEPCYHEM ITPUCBOCHHBIX I/IIICHTI/I(I)I/IKaTOpOB.
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HNHpopMaTUBHBIA CHIHAJ — DJIEKTPUYECKHE CUTHAJIBI, aKyCTHYECKUE,

AJIEKTPOMArHUTHBIC U JIpyrue (PU3MUYECKUE OIS, TI0 MapaMeTpaM KOTOPhIX MOKET
ObITh packpbiTa KOHGHUACHIMATbHAS HH(POpMaIs (MepcoHAbHBIE JTaHHBIC)
oOpabarbsiBaeMasi B MTH(OPMAITMOHHOM CUCTEME TIEPCOHATIBHBIX JIAHHBIX.

Nudopmanuonnass cucremMa mnepcoHaabHbIX aaHHbIX (MCIIAH) -
WHPOPMAIIMOHHAS ~ CUCTeMa,  NPEJCTaBISIIoNas  co00if  COBOKYITHOCTh
NEPCOHANBHBIX JAaHHBIX, COJEpKalMXcsi B 0a3e JaHHBIX, a TakKke
WHPOPMAITMOHHBIX TEXHOJIOTUH W TEXHUYECKHX CPEJICTB, ITO3BOJISIFOIIMX
OCYIIECTBJIATh 00pa0OTKY TaKMX IMEPCOHAIBHBIX JTaHHBIX C HCIIOJIh30BAaHUEM
CPEICTB aBTOMATH3allUU I O€3 UCTIONB30BAHUS TAaKUX CPE/ICTB.

NudopManuoHHbIE TEXHOJOTHH — TPOIECCHI, METOJIBI TIOUCKA, cOOpa,
XpaHeHus1, OOpaOOTKH, TPEIOCTABICHHUS, PACHpPOCTpaHeHHs WHGPOpPMAIMU U
CIIOCOOBI OCYIIECTBICHUS TAKUX MTPOIIECCOB M METOJIOB.

Hcnonb30BaHue MNEPCOHAJBHBIX JAHHBIX — JCHCTBUS (omeparuu) ¢
NEPCOHAIBHBIMU JAHHBIMH, COBEpIIAEMBIE ONEPATOPOM B UENSIX NPUHATHS
pPELICHUN WA COBEPIICHUS HHBIX JIEHUCTBHUM, MOPOXKAAIOMMNX IOPUINYECKUE
HOCJIEACTBUSI B OTHOLIEHUHM CYOBEKTa MEPCOHAIBbHBIX JAHHBIX WU JAPYTUX JIHII
om0 MHBIM 00pa30oM  3aTparuBaloOlMX TpaBa W  CBOOOABI CyOBeKTa
MIEPCOHANBHBIX JaHHBIX WU APYTUX JIHII.

HcTouHUK yrpo3nl Ge3omacHocTH WH(oOpMAIUU — CyObEKT JIOCTYIIA,
MaTepUaIbHBIA OOBEKT WM (DU3UUECKOE SIBJICHUE, SIBJSIFOIIMECS TPUYUHON
BO3HUKHOBEHUS yTPO3bl 0€30MaCHOCTH HHGOPMAITUH.

KonTpoaupyemasi 30Ha — TMPOCTPAHCTBO (TEPPUTOpUS, 3[aHUE, YaCTh
371aHNs, TIOMEIICHUE), B KOTOPOM HCKJIFOUEHO HEKOHTPOJIMPYEMOE TPeObIBAaHKE
MOCTOPOHHUX JIMI, @ TAaKXE TPAHCIOPTHBIX, TEXHUYECKUX M MHBIX
MaTEPUAITbHBIX CPEIICTB.

KoH(puaeHIHAIbLHOCTh NMEPCOHAIBHBIX JAHHBIX — O0S3aTEIBHOE IS

CO6J'IIOI[€HI/I$I OIICpPparopoM WJIM HHBIM IIOJYYUMBIINM JOCTYII K IICPCOHAJIbHBIM



;
JTAHHBIM JIMIIOM TPeOOBaHUE HE JIOIYCKATh X PaCcpOCTpaHeHHUE Oe3 COoriachs

CyOBbEKTa MEPCOHATBHBIX JAHHBIX WA HATMYUSI THOTO 3aKOHHOTO OCHOBAHMSI.

MesxkceTeBoii JIKpaH — JIOK&IbHOE (OJHOKOMIIOHEHTHOE) WU
(bYHKIIMOHATIBHO-PACHIPENICICHHOE  MPOrpaMMHOe  (IPOrpaMMHO-aIapaTHOE)
CpencTBO  (KOMIUIEKC), pealm3ylollee KOHTpoidb 3a  uH(opMaluei,
MOCTYyTaroIIeH B MHOOPMAIIMOHHYIO CUCTEMY MEPCOHAIBHBIX JAHHBIX U (MJIH)
BBIXOJIAILIEH N3 MH(POPMAITMOHHON CUCTEMBI.

Hapymmrenb 06€30MacHOCTH TEPCOHAJBHBIX JaHHBIX — (DU3NUECKOE
JMIO, CIyYalHO WM IPEIHAMEPEHHO COBEPILAOIICE ICUCTBUSA, CIICACTBHEM
KOTOPBIX SIBJISIETCS HApYIIEHUE OE€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX MPU UX
00pabOTKE TEXHUYECKUMH CpEACTBaMM B HMH(OPMALMOHHBIX CHCTEMaXx
MEPCOHAITLHBIX TAHHBIX.

HeaBromaTu3upoBaHHasi 00pa0oTKa MEPCOHAJBHBIX JAHHBIX —
00paboTKa MEpPCOHANBHBIX JAHHBIX, COJAEP)KAIIUXCA B HWH(OPMAIMOHHOU
CHCTEME TePCOHAIBHBIX JaHHBIX JIMOO W3BICUYCHHBIX W3 TaKOW CHCTEMBI,
CUMTACTCS OCYIIECTBICHHOW 0€3 WCIONBb30BaHUSI CPEJICTB aBTOMATH3AIUN
(HEaBTOMATH3UPOBAHHOM), €CIIM TaKWe JACHCTBHS C TIEPCOHAIBHBIMHU JAHHBIMH,
KaKk  HCIIOJIb30BaHHWE,  yTOYHEHHWE,  PaACIpPOCTPAHCHUE,  YHUUYTOKCHHE
MNEPCOHANIbHBIX JAaHHBIX B OTHOIICHHWM KaX10T'0 M3 CY6’B€KTOB INEpCOHATBHBIX
AaHHBIX, OCYIICCTBJIAIOTCA IIPpU HCIIOCPCACTBCHHOM YUAdCTHH YCIIOBCKA.

HenexsiapupoBaHHbIe BO3MOKHOCTH — (byHKIIMOHATBHBIC
BO3MOYKHOCTU CPEACTB BBIYUCIUTEIILHON TEXHUKU, HE OIMCAHHBIE WM HE
COOTBETCTBYIOIIME OMNUCAHHBIM B JOKYMEHTAllUM, IPU HCIOIb30BAHUH
KOTOPBIX BO3MOKHO HapyIIeHHE KOH(MUICHIIMATBHOCTH, JTOCTYITHOCTU WA
IIEJIOCTHOCTH 00pabaThIiBaeMoi HHGOPMAIIUH.

HecaHKunoHUPOBaHHBbIN AOCTYII (HeCaHKIIMOHUPOBAHHBIE
neiictBusi) — J0CTYyn K uWHGOpMAIMKM WM JEUCTBUS ¢ UH(pOpMAIIUEH,

HapYIIAOIIUE TIPABUIIA PA3TPAHAYEHUS IOCTYIIA C MCIIOJIb30BAHUEM IITATHBIX
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CpCACTB, IIPCA0CTABIIICMBIX I/IH(l)OpMaI_[I/IOHHBIMI/I CUCTEMaMHU IICPCOHAJIBHBIX

JTAHHBIX.

Hocurtenr undopmanum — ¢Gu3ndeckoe M0 WIA MaTepUaTbHbIN
OOBEKT, B TOM 4UHCIie (PU3UIECKOE T10JI€, B KOTOPOM MH(OpMAITHSI HAXOAUT CBOE
OTpaXCHUE B BUJIC CHMMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUUYECKUX DPEUICHUN U
MPOIIECCOB, KOJTMUYECTBEHHBIX XAPAKTEPUCTUK (DU3UUECKUX BEITUUYHH.

Ofe3mnunuBaHNe TMEPCOHAIBHBIX JAHHBIX — JICHCTBUS, B pPE3yJIbTaTe
KOTOPBIX HCBO3MOKHO OIIPCACINTb INPHUHAIC)KHOCTb IICPCOHAJIBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY NMEPCOHATIBHBIX JIAHHBIX.

O0paGoTka mepcoHAJbHBIX [JAaHHBIX — JICWCTBUS (OmEpanuu) C
MIEPCOHAILHBIMU JITAHHBIMH, BKJIIOYas COOp, CHUCTEMaTH3aluio, HAKOILICHHE,
XpaHeHWe, yTouyHeHue  (OOHOBJICHME, W3MEHEHHE),  HCIIOJIh30BaHMUE,
pacrpocTpaHeHue (B TOM 4HCIIE repenady), o0e3IuunuBaHue, OJIOKHUPOBAHUE,
YHUUTOKEHUE MEPCOHATILHBIX JIAHHBIX.

OO01exocTynHbpie MEPCOHAJNbHBbIE JaHHbIC — IEPCOHAIBHBIC JIAHHBIE,
JOCTYI HEOTPAHWYCHHOTO Kpyra JIMIl K KOTOPBIM MPEJIOCTABICH C COIJIacus
CY6'I>CKTa IICPCOHAJIBHBIX OAdHHBIX MWK Ha KOTOPBIC B COOTBCTCTBHU C
dbenepanbHBIMA 3aKOHAMU HE PACHpOCTpPaHSIETCS TpeOOBaHUE COOJIOJCHUS
KOH(HICHIIMATEHOCTH.

Onepatop (mepcoHAJTBHBIX JAHHBIX)— TOCYJIAPCTBEHHBIA OpraH,
MYHHUIUIAIBHBIN OpTraH, FOPUANYECKOe WK (PU3UIECKOE U0, OPTaHHU3YIOIIIee
U (WIM) OCYIIECTBISIONEE O00pPadOTKY NEPCOHATBHBIX JJaHHBIX, a TaKKe
OTIPEISIISIOIINE 1IEU U COo/IepkaHue 00pabOTKHU NEPCOHATBHBIX JIAHHBIX.

Texnnueckue cpeacrsa MHGPOPMALUOHHON CHCTEMbI NMEPCOHAIBbHBIX
JAHHBIX —  CPEACTBA  BBIUMCIMTEILHOW  TEXHUKH, HWH()OpMAIMOHHO-
BBIUUCITUTEIBHBIE KOMIUIEKCHI M CETH, CPEJICTBA U CUCTEMBI IIEpe/iauu, puemMa u
oopabotku IIJIH (cpeactBa M CHCTEMbI 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/ICHUS, TIEPETOBOPHBIE W TEJICBU3MOHHBIE  YCTPOWCTBA,

CpeacTBa U3roTOBJICHUA, TUPAKUPOBAHUA JOKYMCHTOB U JAPYIUC TCXHHUYCCKHUC
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cpenctBa 00pabOTKU peUueBOM, rpauueckoi, BUIeOo- U OyKBEHHO-IIM(POBOM

uH(pOpMaIIMKM), TPOrpaMMHBIE CPEJICTBA (OIEPAIMOHHBIE CUCTEMbI, CHUCTEMbI
ylpaBieHus 0a3amMM JaHHbIX W T..), CPEICTBA 3alllUThl HH(OpMAIUH,
MpUMEHsIEMbIE B THPOPMAIIMOHHBIX CUCTEMAX.

IlepexBaTt (MHpOpManUM) — HEIPABOMEPHOE NOJTyYEHUE UH(OPMALIUU C
UCIIOJIb30BAaHUEM TEXHUYECKOI'O CPENCTBA, OCYIIECTBISIOLIET0 OOHApyKEHUE,
npueM 1 00paboTKy HHPOPMATHUBHBIX CUTHAJIOB.

IlepconajbHble JaHHBbIEe — J100ass MH(OpManMs, OTHOCAIIAACA K
OIpENeJICHHOMY WM OIpeaesieMOMY Ha OCHOBaHMU TaKoW HH(OpManuu
buzndeckomy Uiy (CyObEeKTy MEpCOHATBHBIX JaHHBIX), B TOM YHUCJE €ro
damunus, uMs, OTYECTBO, TOJ, MECSL, JaTa U MECTO POXKIEHHUs, ajpec,
CeMEHHOe,  COIMaJbHOE, HMMYIIECTBEHHOE  IIOJIOXKEHHE,  0Opa3oBaHHUeE,
npogeccusi, 10X0Abl, pyras HHPopMaIys.

Ilo6ouHble  3IJIEKTPOMATHMTHBbIC  W3JIy4YeHHS] M HABOJIKH —
AIEKTPOMArHUTHBIE U3ITyYEHUsI TEXHUYECKUX CPEACTB 0OpabOTKU 3allMIAEMO
uHpOpMAIMM, BO3HUKAIOIIME KaK I[OOOYHOE SBJIIEHUE U  BbI3BAaHHbBIC
DIIEKTPUYECKUMH CHTHAJaMH, JCHCTBYIOIIMMU B HUX DJIEKTPUYECKUX U
MarHUTHBIX IHEMsX, a TakXe 3JIEKTPOMAarHUTHbIE HABOJIKHM ATUX CUTHAJIOB Ha
TOKOIIPOBOSIIINE JINHUHU, KOHCTPYKLUHU U LENU MUTAHUS.

IMonuTHKa  «YHCTOrO0  CTOJIa» —  KOMIUIEKC  OPraHU3al[MOHHBIX
MEPOINPUITUHA, KOHTPOJMPYIOIIUX OTCYTCTBUE 3alUCBhIBAHHS Ha OyMaKHbIE
HOCHUTENIM KJItoued M aTpuOyToOB jAocTyna (mapoJieid) M XpaHEeHHs WX BOJIM3H
00BEKTOB JOCTYIIA.

IHoab30BaTesanb HH(POPMALMOHHOU CHCTEMBbI MePCOHATBHBIX
JAHHBIX — JIMIIO, Yy4YacTByIollee B (PYHKIMOHMPOBAHWUU HHOOPMAIIMOHHON
CHUCTEMbl TIEPCOHAJBHBIX JAHHBIX WJIM HCIOJB3YIOLIEE pPE3yJbTaThl ee
(GYHKIIMOHUPOBAHMS.

I[IpaBuwia  pa3rpaHMyeHusi JAOCTYNA — COBOKYNHOCTb  IpaBul,

pErJIaMEeHTHUPYIONIHX MTpaBa J0CTyIa CyOBEKTOB TOCTYIAa K 00BEKTaM JIOCTYIIA.
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IIporpammuasi  3akjajgka — KOJ  MPOTrpaMMbl, MPETHAMEPEHHO

BHECEHHBIW B TMPOrpaMMmy C I[EJIbI0 OCYIIECTBUTh YTE€UKY, W3MEHUTD,
OJIOKUPOBaTh, YHUYTOKUTh UH(POPMAIIMIO WIIM YHUUYTOKUTh U MOJIUPUIIMPOBATD
nporpaMmMHoe  oOecriedyeHue HWHOOPMAIMOHHOW CHUCTEMbl IEPCOHAIBHBIX
JAHHBIX U (WJIH) OJIOKHMPOBATH anmnapaTHbIe CPEICTBA.

IIporpammHoe (mporpaMMHO-MaTeMaTH4YeCKOE) BO3/elicTBHE —
HECAHKIIMOHUPOBAHHOE BO3JACHCTBHE HAa PECypchl aBTOMATU3UPOBAHHOM
WH()OPMAITMOHHON CHCTEMBI, OCYIIIECTBIIIEMOE C HUCIIOIH30BAHUEM BPEIOHOCHBIX
POrpaMM.

PackpbiTHe NepCOHAJBHBIX JAHHBIX — YMBIIUICHHOE WM CIIy4yalHOE
HapyleHne KOHOUICHIIUATbHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTrpaHenue nepcoHAJbHBIX JAHHBIX — JICVICTBUSI, HAIIPABIICHHbBIC
Ha Tiepefavyy MEePCOHANBHBIX JaHHBIX OMpeAeICHHOMY Kpyry il (mepenada
MEPCOHAIBHBIX JAHHBIX) WIM Ha O3HAKOMIICHHE C NEPCOHAIbHBIMHU JaHHBIMH
HEOTPAHUYEHHOTO Kpyra JIMI[, B TOM 4Huclie OOHApOJOBAaHHUE MEPCOHATBHBIX
JTAHHBIX B CPEICTBAX MAccOBOM mH(MOpMaIK, pa3MelieHue B UHHOPMAIIMOHHO-
TEIEKOMMYHUKAIIMOHHBIX ~ CETAX WM  MOPENOCTaBICHUE  JOCTyna K
MEePCOHATBHBIM JaHHBIM KaKUM-JIUOO UHBIM CITOCOOOM.

Pecypc wuH(popManmuoOHHON CHCTEMbI — HWMCHOBAaHHBIM  BJIEMEHT
CUCTEMHOTO, MTPUKJIAIHOTO WJIM alapaTHOro odbecnedeHus GyHKIIMOHUPOBAHUS
UHPOPMAITMOHHOW CUCTEMBL.

CneunanbHble KaTeropvMu MEePCOHAJBHBIX JTAHHBIX — IIEPCOHAIbHBIE
JIaHHBIC, Kacaroluecs pacoBoi, HaIIMOHAJILHOM MIPUHAJICKHOCTH,
MOJIMTUYECKUX B3IJISIZIOB, PEJIMTMO3HBIX WM  QUIOCOPCKUX  YOexKACHUI,
COCTOSIHUS 3/I0POBBSI U MHTUMHOM JKU3HU CyOBEKTa MEPCOHAIBHBIX TAHHBIX.

CpencrBa BbIYMCIUTEIBHOH TEXHUMKH — COBOKYITHOCTH IMPOIPAMMHBIX

U TEXHUYECKUX DJIEMEHTOB CHCTEM OOpaOOTKM JaHHBIX, CIOCOOHBIX

(1)YHKI_II/IOHI/Ip0BaTB CaMOCTOATCIIBHO UJIN B COCTABC APYI'NX CUCTCM.
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Cy0bekT aoctyna (cy0obeKT) — JIMIIO WIA MPOLECC, IEUCTBUS KOTOPOTO

PErIaMEHTUPYIOTCS MPABWIAMYU PA3TPAHUYCHUS JOCTYIIA.

TexHn4yeckuil KaHAJ yTe4YKH MH(POpPMALUM — COBOKYITHOCTh HOCUTEIA
uHopmaiu (cpencTtBa 00padOTKH), (PU3MUECKON Cpeabl pacpoCTpaHeHHUS
MH(POPMATUBHOIO CUTHAJIA U CPEICTB, KOTOPHIMU JOOBIBACTCS 3allUIlIaeMast
UH(pOpMaLUL.

Tpancrpannynasi mnepegadya NePCOHAJBHBIX JaHHBIX — TIiepenava
IIEPCOHAIBHBIX JAHHBIX ONEPAaTOpPOM Yepe3 [ oCyaapCTBEHHYXO TpaHHUILY
Poccuiickonn @enepauuu  OpraHy BJIACTH HWHOCTPAHHOTO TOCYAAapCTBa,
GU3NIECKOMY WIH IOPUINIECKOMY JIHIY HHOCTPAHHOTO TOCY1apCTBa.

Yrpo3el 0€30MaCHOCTH NEPCOHAJIBbHBIX [aHHBIX — COBOKYIIHOCTh
yCIIOBUHM U (haKTOPOB, CO3MAIOLINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM
YHCIIE CIIy4alHOTO, JOCTYIA K MEPCOHAIBHBIM JAHHBIM, PE3YJIBTaTOM KOTOPOTO
MOXET CTaTh YHHUYTO)KEHHE, H3MEHEHHUE, OJIOKMpPOBaHHWE, KOIMPOBAHHUE,
pacnpoCTpaHeHue MIEPCOHAITBHBIX JTAHHBIX, a TaKKe HHBIX
HECAHKIIMOHUPOBAHHBIX JEUCTBUM MpU MX 00paboTKe B HHMOPMAIMOHHOMN
CUCTEME MEPCOHATBHBIX JAHHBIX.

YHUUYTOKEeHHE NePCOHAJBHBIX [JaHHBIX — JICUCTBUSA, B pE3YyJIbTaTe
KOTOPBIX HEBO3MO>KHO BOCCTAHOBUTH COACPKAHHWE NEPCOHAIBHBIX JIaHHBIX B
MH(OPMAITMOHHON CUCTEME TTEPCOHATBHBIX JAHHBIX WM B PE3yJIbTaTe KOTOPHIX
YHUUTOXKAIOTCA MaTepHUAIbHbIC HOCUTEM MEPCOHAIBHBIX JaHHBIX.

Yreuka (GamuimaeMoi) MHGOPMALMH MO TEXHUYECKHM KaHAJIAM —
HEKOHTPOJIMPYEMOE pacrpocTpaHeHre MH(OpMAIUK OT HOCUTEJS 3allrIaeMon
uHpopMaIuK  Yepe3 (U3MUSCKYI0 Cpedy J0 TEXHHYECKOTO CPEJCTBa,
OCYIIIECTBIISIFOIIETO TTepexBaT HH(OPMAITUH.

Ya3BUMOCTb — CJIA0OCTh B CPEACTBAX 3alUTHI, KOTOPYIO MOXKHO
WCIIOJIb30BaTh Ul  HAPYILIEHUS CHUCTEMbl WM COACpIKAILICHCS B HEH

uH(popMaIUK.
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IesocTHOCTH MHGOPMAIIMH — CTTOCOOHOCTh CPEJICTBA BHIYMCIIUTEIILHOM

TEXHUKU WIIN aBTOMaTH3HpOBaHHOﬁ CHUCTEMBI OOecreunBaTh HEU3MEHHOCTh

uHpOpMAIUK B YCJIOBHSIX CIy4allHOTO W/WIM TNPEIHAMEPEHHOTO HCKAKEHUS

(pazpyiieHus).
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OBO3HAYEHUSA N COKPALLIEHUSA

ABC — aHTUBHpPYCHBIE CPENICTBA

APM — aBTOMaTH3UpOBaHHOE PadOYEE MECTO

BTCC — BcriomorarenbHble TEXHUYECKUE CPENICTBA U CUCTEMBI
NCII 1 — nadopMaliioHHast CucTeMa MepCoOHANTBHBIX JAHHBIX
K3 — koHTpONIMpyemas 30Ha

JIBC — nokasbHasi BBIMUCIUTEbHAS CETh

MD — mexceTeBoi IKpaH

HC/I — HeCaHKIIMOHUPOBAaHHBIN JTOCTYTI

OC — onepalioHHAas CUCTEMa

[1/TH — nepcoOHAIbHBIE TaHHBIE

[IMB — nporpamMmmMHO-MaTeMaTHYECKOE BO3ICHCTBUE

[1O — nporpamMmmHOe obecrieueHne

[IOMUWH — nobo4HbIe 37IEKTPOMATHUTHBIE U3Ty4YE€HHS U HABOJIKU
CA3 — cucrema aHanm3a 3alMIIEHHOCTH

C3U — cpencTsa 3amuThl HHPOPMAIUH

C3I1dn — cucreMa (moicucTeMa) 3allyuThl TEPCOHATBHBIX JAHHBIX
COB — cucrema 0OHapyKeHUsI BTOPKEHHIA

TKYU — rexHuueckne KaHajbl yTe4Kd HH(DOPMALUH

YBI1/I1 — yrpo3bl 6€30macHOCTH MePCOHATLHBIX JAaHHBIX
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BBEJAEHUE
Hacrosimas Konnenmus nH(pOpMaAITMOHHON 0e30MmacHOCTH
UHPOPMAIIMOHHBIX CHCTEM IMEPCOHANBHBIX JaHHBIX (mamee — WCII/IH)

VYnpasnenusi Pocrorpebnamzopa mno  Kuposckoit obmactu  (mamee —
VYnpasnenue), pazpaboTraHa Ha OCHOBE JICUCTBYIOIIETO 3aKOHOJAaTenbcTBa PO,
PETYIHUPYIONIETO BOMPOCHI 00PaOOTKU U 3aIIUTHI IEPCOHATBHBIX TAHHBIX (J1ajee
— IIJlH), a Takke Ha OCHOBE pYKOBOJAIIEr0 JOKyMeHTa MMHHHCTEpCTBA
3IPaBOOXPAHEHUS U COIMaIbHOTO pa3BuTusd PD ot 23.12.2009 «MeTtoanyeckue
pEeKOMEHAAIMi JJi1 OpraHu3aluy 3aluThl HUHpoOpManuu npu o0padoTKe
MEPCOHANIBHBIX JIAHHBIX B YUPEKICHUIX 3/[PaBOOXPaHEHUS, COLIMAIBHON cephl,
TpyJa W 3aHATOCTH», SBIAETCS O(QUIMATBHBIM JOKYMEHTOM, B KOTOPOM
OmpeliesieHa CUCTeMa  B3IJIIOB Ha  o0ecriedeHWe  MHQPOPMAITMOHHOM
O6e3omacHOCTH Y TIpaBIeHUS.

Heobxoaumocts pa3zpaborku KoHuenuuu o0yciaoBieHa NPUMEHEHUEM
HOBEHIIMX MH(POPMALMOHHBIX TEXHOJIOTHMI W MPOIECCOB B YTPABICHUU, MPHU
00paboTke uH(popMaIuu BOOOIIIEe, U IEPCOHATBHBIX JAHHBIX B YACTHOCTH.

Hacrosimas Konuenuusi onpenensieT OCHOBHBIE IEIU U 3aa4M, a TaKXKe
OOIIyI0 CTPATerui0 IMOCTPOCHMSI CHUCTEMBI 3alllUThl TMEPCOHATBHBIX JTaHHBIX
(C3I1[n) VYmupapnenusi. Konmenius omnpenenser OCHOBHBbIE TpeOOBaHHUS U
0a30Bble MOJXOJBl K HMX pealu3aluu, JJIs JOCTHUXKEHUs TpeOyeMoro ypOBHS
6e3omacHOCTH UH(POPMAITUH.

Konnenmus pa3paboTaHa B COOTBETCTBUM C CHCTEMHBIM MOIXOJIOM K
obecricueHuo  uH(popManmmoHHOM  Oe3omacHOoCTH. CHCTEMHBIH — MOJIXOJ
NpeAnoyiaraeT  MPOBEJAECHUE  KOMIUIEKCA  MEPONPUSITHUH,  BKIIOYAKOIIUX
HCCIIeIOBaHUE YIpo3 UH(POPMAIMOHHON 0€30MaCHOCTH U pa3pabOTKy CUCTEMBI
3amuThl  [1/[H, ¢ MOO3MLIMKM KOMIUIEKCHOTO NPHUMEHEHUSI TEXHUYECKUX U

OpraHU3allMOHHBIX MEP U CPCACTB 3aIUTHI.
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Ilox UH(pOpMAITMOHHOM 0€30I1aCHOCTRIO I8 MMOHUMAETCS

3alUIIEHHOCTh ~ TMEPCOHANBHBIX  JAHHBIX HW  OOpalaTwhIBaromed  uX
UHOPACTPYKTYpE OT JIIOOBIX CIy4YaWHBIX WM 3JIOHAMEPEHHBIX BO3JCUCTBUIA,
pe3ynbTaTOM KOTOPBIX MOKET SIBUThCA HaHECEHHe yiiepOa camoi nHdopmaiuu,
ee BuagenbuaM (cyobekram [I[lH) wmm  uHbpacTpykType. 3amadu
nH(OPMAIIMOHHOW ©0€30MacHOCTU CBOAATCS K MHUHUMHU3ALMM yiiepda oT
BO3MOXXHOM  peanuzanuu  yrpo3  OeszomacHoctu [IJ][H, a Takke K
IIPOTHO3UPOBAHUIO U MPENOTBPAICHUIO TAKUX BO3ICUCTBUN.

KoHuenuust  cay>)kdT  OCHOBOM i pa3pabOTKM  KOMILIEKca
OpTraHU3AlMOHHBIX U TEXHUYECKUX Mep Mo obecrnedyeHuto MHGOpMalMOHHON
Oe3omacHOCTH YTpaBJICHHsS, a TaKkKE HOPMATHUBHBIX M METOAUYECKUX
JIOKyMEHTOB, 00ECIEYNBAIOIINX €€ Pealn3aliio, U HE MPEANnoaraeT mogMeHbl
GyHKIIUH TOCYJapCTBEHHBIX OpraHoB Biactu Poccuiickoit denepanuu,
OTBEYAIONINX 3a o0ecreyeHne 6e30nacHoCT MHGOPMAIIMOHHBIX TEXHOJIOTHI U
3aIUTy HH(POPMALIUH.

Konuenuus siBiasieTcss METOI0JI0TUYECKON OCHOBOM JIJIA:

— (dopMUPOBaHUS U TIPOBEACHUS SIMHOM MTOJTUTHKH B 00JIACTH 00SCIICUCHHS
oe3onacHoctu [1/]n Bo Bcex UCIIIn YnpaBnenus;

— TPUHATUS YIPABICHUECKUX PEIICHUN U pa3paOOTKU MPAKTUUYECKUX Mep
M0 BOIUIONIEHUIO MOJIUTHKU Oe3omacHocTu [1/]H 1 BeIpabOTKM KOMILIEKCa
COrJJaCOBaHHBIX MEp HOPMATUBHO-IIPABOBOIO, TEXHOJOTUYECKOIO M
OpPraHU3allMOHHO-TEXHUYECKOTO  XapakTepa, HalpaBJICHHBIX  Ha
BBISIBJICHUE, OTPAKEHUE W JIMKBHAAIMIO TOCIEACTBUN peanu3aluu
pa3nuuHbIX BUOB yrpo3 11/1H;

— KOOpPAHMHAIUU JIEITEIbHOCTH CTPYKTYPHBIX MOJIpa3AesieHUil Y paBieHUs
npu TpoBeleHUH paboT mo pa3Butuio u dkcruryataruu UCIIOH C
cobioieHueM TpeboBaHuii odecrieueHus 6ezonacuoctu [11]1H;

— pa3palbOTKK  MPEJIOKEHUN 10  COBEPIICHCTBOBAHUIO  MPABOBOTO,
HOPMAaTUBHOTO, METOJUYECKOr0, TEXHUYECKOr0 W OPraHU3alMOHHOTO

obecnieuenus 6ezonacHoctu [1J{n B UCIIIn Ynpasnenus.
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Ob6nacte mpumeHeHuss KoHuenuuuM  pacnpocTpaHsieTcss Ha  Bce

CTPYKTYPHBIE MOJIPA3/IEIICHNUs Y IIPABIECHUS, B TOM YUCJIE €T0 TEPPUTOPUAIIBHBIE
OTJIEJIbI, DKCILUIYaTUPYIOIINE TEXHUUYEeCKHe U mporpammubie cpencrsa UCII/IH, B
KOTOPBIX OCYIIECTBIISIETCS aBTOMAaTU3UpoBaHHas oOpabotka I1J[H, a Takxke Ha
NOJPA3JIEIEHUsI, OCYILIECTBIISIIOIIME COMNPOBOXKACHHE, OOCIy)XKMBaHUE U
oOecrieyeHue HopManbHOTO (hyHKIMOHUpoBaHust UCII/IH.

[TpaBoBoii ©0a3zoit mns pa3paboTku Hactosmed Konuenuuu ciyxar
TpeOoBaHUs JeicTByOmUX B Poccuu 3aKOHOJATENBHBIX M HOPMATHUBHBIX

JIOKYMEHTOB M0 00ecrnedeHnIo 6€30MacHOCTH MepcoHaANbHbBIX TaHHbIX ([11H).
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1. O0mue noJioKeHus

Hacrosmas KoHuenmus onpenenser OCHOBHbIE LEIU U 3aJa4M, a TAKKE
OOITyI0 CTpPATErwi0 IMOCTPOCHHSI CHUCTEMBI 3alllUTHl TMEPCOHAIBHBIX JAaHHBIX
(C3I1du) VYmpanenusi, B cootrBeTcTtBUuu ¢ Ilepeunem MCII[In. Konnenuus
OTIpeJIeNIsIET OCHOBHBIE TPEOOBaHMS U 0a30BbIE MOJAXObI K UX pealn3aluu, JJis
JOCTHKEHHS TPEOYeMOro YpOBHsI 0€301aCHOCTH HH(POPMAITUH.

C3I1/n VYpasneHus IIPEJICTABIIAET coOo COBOKYITHOCTh
OpTraHM3allMOHHBIX W TEXHUYECKUX Meponpudatuii jis 3amutel [I/IH ot
HEMPABOMEPHOTO WM CIYy4YalHOTO JOCTYINAa K HUM, YHUYTOXKECHHS, U3MEHEHUSI,
OJIOKUpOBaHUs, KOMUPOBaHUS, pacnpocTpanenus [IJ[H, a Takke HMHBIX
HEMPAaBOMEPHBIX JCHUCTBUM C HUMU.

be3onacHOCTh MEpPCOHANBHBIX JTAHHBIX JOCTUTAETCS MYTEM HCKIIOUECHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIYyYalHOTrO, AOCTYIA K MEPCOHAIBHBIM
JAHHBIM, PE3YyJbTaTOM KOTOPOTO MOXKET CTaTh YHHMUYTOXXEHUE, W3MEHECHHUE,
OJIOKUpOBaHUE, KOMHMPOBAHWE, PACIPOCTPAHEHUE TEPCOHANBHBIX JTAaHHBIX, a
TAKYK€ UHBIX HECAHKIIMOHUPOBAHHBIX JICVUCTBUI.

Crpykrypa, coctaB U ocHoBHbIe (pyHkiuu C3I1/{H onpenenstoTcs ucxoas
u3 kiacca UCITJu. C3I1/IH BKiIIOYaeT OpraHu3allMOHHbBIE MEPhl U TEXHUYECKHE
cpencrtBa  3amuMThl  MHPopMauuMu (B TOM  uuciae  MU(pOBaJIbHBIC
(kpunrorpagpuIecKkue) CpeJCTBa, CpelcTBa MpeI0TBpAILICHHUS
HECAaHKIIMOHUPOBAHHOTO JOCTyNa, YTEYKH HHPOPMAIIMM TI0 TEXHUYECKUM
KaHajaM, MPOrpaMMHO-TEXHUYECKUX BO3JEHCTBUI HA TEXHUYECKHE CPEIICTBA
obpabotku [I/lH), a Takke wHCHOIB3yeMble B HH(POPMAIMOHHON CHUCTEME
WH(POPMAIIMOHHBIE TEXHOJIOTHUH.

DT MepbI PU3BaHbI 00€CTICYUTH:

- KOHPUAEHIHNATBHOCTH uHbopMaIu (3amuTa oT

HCCAHKIMMOHUPOBAHHOTO 03HaKOMHCHI/I$I);
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- HeJIOCTHOCTh UH(pOpMaIuu (aKTyaJbHOCTh U HENPOTUBOPEUYUBOCTD

nH(popMaIKU, €€ 3alUIICHHOCTh OT Pa3pyIICHHS W HECAHKIIMOHUPOBAHHOTO
HW3MEHEHHUs ),
- IOCTYIMHOCTh WHpOpMaIuu (BO3MOKHOCTh 3a TPUEMIIEMOE BpeMs

MOJIyYUTh TpeOyeMyIo HH(GOPMALIMOHHYIO YCIIYTY).

Cragum co3ganns C3I1/1H BKIIFOYAIOT:

— TpPEeANpOEKTHAas CTajaus, BKJIIOYAIONIAs MPEANPOEKTHOE 00CieI0BaHue
UCTIIH, pa3paboTKy TEXHHUYECKOro (YaCTHOTO TEXHUYECKOIO) 3a/aHus
Ha €€ CO3/aHHUE;

— cTaaus mpoekTupoBaHus (pa3padoTku npoektoB) u peanuzauuu UCII/IH,
Biurovarornias pazpadotky C3I11u B cocrase UCIIT/IH;

— craguss  BBojga B gedcrtBue C3II[JIH, BKIOYaKIIas OMNBITHYIO
AKCIUTyaTallMl0 ¥ MPUEMO-CAATOYHBIE MCIHBITAaHUS CPEACTB 3allUThI
uHdopmaruu, a Takke oueHky coorBerctBusi WMCII[H TpeGoBaHusM

6e3omacHOCTH UH(POPMAIIUH.

OpranuzanioHHble MEpbl MPEAYCMATPUBAIOT CO3/IaHHE U MOIACPKAHUE
npaBoBoil 0a3bl Oe3omacHoctu II/IH M pa3paboTKy (BBedeHUE B JEUCTBHE)
npeaycMoTpeHHbix [lomutukoit uHdpopmanumonnoit 6Oe3zonacHoctu  MCIIJIH
CJIEIYIOLIUX OPTaHU3aNOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTOB!

— Ilnan meponpustuii no odecneyeHuto 3auuThl 110 npu ux o6padoTke B

NCIIdH;

— Ilnan meponpusATHii 1T0 KOHTPOIIO obecnieueHus 3amuThl [1]1H;
— Tlopsimox pe3epBuUpOBaHUS U BOCCTaHOBIIeHUs padotocnocodHocTH TC u

IT1O, 6a3 nannbex n C3U,

— JlomxHocTHas WHCTpyKuusa aamuHuctpatopa HWMCIIJlH B  yactm
obecrnieuenus 6ezonacHoctu 1] mpu nx o6padotke B UCII/IH;

— JlomxHOCTHAs MHCTPYKIUS anMUHUCTpaTopa 6e3onacHoctu UCTI/IH;
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— JlomxuocTHas UHCTpyKIus nonb3oBatens MCIIJIH B yacTu oOecrnieueHus

oe3onacuoctu [1JIn npu ux oopadotke B UCIIH;
— HHcTpykums Ha ciay4dald BOSHUKHOBEHHUSI BHEIUITATHOM CUTYalluH;
— PexoMeHmanuum 10 HCHOJB30BAHMIO IPOTPAMMHBIX M allllapaTHBIX

CPEJICTB 3alUThl HHPOpMAITIH.

TexHuyeckue  Mepbl  3alUTBl  PEAIM3YIOTCS  IPU  IOMOIIU
COOTBETCTBYIOIIMX IPOIPAMMHO-TEXHUYECKUX CPEACTB U METOJIOB 3aAIUTHI.
[lepeueHr HEOOXOAMMBIX MEp 3aIIUTH MHPOPMAIUU OMPEICNIICTCA IO

pe3yibTatam BHyTpeHHel nmpoBepku 6e3onacHoctu UCIT/In YnpasiaeHus.

2. 3apauu C3I11n

OcnoBHot nenvto C3II[IH sABIseTcs MHUHMUMM3AIUS ymiepbda ot
BO3MOXKHOM peanuzaiuu yrpo3 6e3onacHocTtu I1/1H.

Jlns moctrkeHus oCHOBHOM 1enu cuctema 6e3onacHocty [11n UCII/IH
JOJKHA oOecrieunBaTh 3G PEKTUBHOE PEIICHUE CISAYIOMINX 3aa4:

- 3aIUTy OT BMewaTelnbcTBa B mpouecc (QpyHkuuonuposanus WCIIIH
MNOCTOPOHHUX JIHII (BO3MOXKHOCTh McnoJib30BaHuss AC U JOCTYI K €€ pecypcam
JOJDKHBI MMETh TOJIBKO 3apETHUCTPUPOBAHHBIE YCTAHOBJICHHBIM IOPSAKOM
MOJIb30BATENHN);

- pa3rpaHUYeHue JOCTyNa 3apEeruCTPUPOBAHHBIX IIOJIB30BATENEH K
anmapaTHbIM, IPOTPaMMHBIM U HHpOpManMOHHBIM pecypcam  HCII/IH
(BO3MOXKHOCTh JIOCTYIIa TOJIBKO K TEM pPEecypcaM M BBIIOJHEHHS TOJBKO TEX
ornepanuié C HHUMH, KOTOpbIe HEOOXOAMMBI KOHKPETHBIM I0JIb30BaTENISIM
WCII/Ix 11t BBIMOJHEHUS CBOUX CIIYXEOHBIX OO0S3aHHOCTEI), TO €CTh 3alIUTy
OT HECAaHKIIMOHUPOBAHHOTO JOCTYIA:

a) K uHopmanuu, nmupkynupyroieit B UCIT/IH;

0) cpeactBaMm BerunciauTenbHON TexHuku UCIIIH;
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B) alnapaTHbIM, IPOrPaMMHBIM M KpUNITOTpadUYECKUM CPEICTBAM

3amuThl, ucnoiabzyeMbiM B UCII/1H;

- PETUCTPALIMIO  JIEWUCTBUUA  MOJIb30BATENEH MpPHU  HMCHOJIB30BAHUU
3ammiaemMeix pecypcoB MCII/IH B CUCTEMHBIX KypHajax U NMEPUOAUYECKUN
KOHTPOJIb KOPPEKTHOCTH JNEUCTBHU IOJIb30BATEIEH CHCTEMBI IYTEM aHaIu3a
COJIEP’KUMOTO 3TUX KYyPHAJIOB;

- KOHTPOJIb ~ IIEJIOCTHOCTU  (0OecreYeHue  HEU3MEHHOCTH)  CPEIIbl
VCIIOJIHEHHUS IPOTPAMM M €€ BOCCTAHOBJICHUE B CIIydae HAPYLIECHNUS,

- 3alIUTy OT HECAHKIIMOHUPOBAHHOM Moau(UKAMK U  KOHTPOJIb
nenocTHocT ucnonbdyeMblx B MCIIJI[H mporpaMMHBIX CpENCTB, a TaKKe
3aIATY CUCTEMBI OT BHEAPEHHSI HECAHKLIMOHUPOBAHHBIX IIPOIPaMM;

- 3amuty IIJ[H OT yTeukn mo TEXHMYECKUM KaHajaMm Mpu ee o0paboTke,
XPaHEHNH U Ilepeaye 1o KaHAJIaM CBSI3H;

- 3amuty [I1JlH, Xpanumo#, oOpaOaThiBacMOWl W mMepegaBaeMoM 10
KaHajaM CBS31, OT HECAHKIMOHUPOBAHHOIO PA3TJIACHUS WJIH HCKAKEHHUS;

- obecrieueHue KUBYUYECTH KPUNTOIpA(pUUECKUX CPEICTB  3alUThI
uHGOpMaIMU IPU KOMIIPOMETAIIMH YaCTH KJIFOUE€BOM CHCTEMBI;

- CBOEBPEMEHHOE BBISIBJIEHME HCTOYHUKOB Yrpo3 oOe3omacHoctu IIJIH,
MPUYUH U YCIIOBHM, CIIOCOOCTBYIOIIMX HaHECCHHUIO yiiepOa cyowrekram I1JH,
CO3JaHME MEXaHU3Ma OINEPATUBHOIO pPEAarupoOBaHMsI HA Yrpo3bl OE30MaCHOCTH
I1JIH 1 HeraTUBHBIC TCHICHIIUU;

- CO3JIaHME YCJOBHMM [ MUHUMH3ALUUU M JIOKAJU3ALUK HAHOCHUMOIO
yiiepba HempaBOMEPHBIMU JEHCTBUSIMH (U3HUECKUX M HOPUAMYECKUX JIUI,
ocnabjieHue HETraTUBHOTO BIMSHHUA WU JMKBUJALMUS TOCIEACTBUNA HapyUICHUs

oe3onacuoctu [1/1H.
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3. O0beKThI 3AIUTHI

3.1. Ilepeyenb HH(POPMAITUOHHBIX CHCTEM

B  Vnpasnenun Pocnorpebnam3opa mno  Kuposckoit — oGnactu
POU3BOAUTCS 00pabOTKA MEPCOHANBHBIX TAHHBIX B HH(OPMAIIMOHHBIX CHCTEMA
o0paboTtku nmepcoHanbHBIX HaHHBIX (MCIIIH).

[Tepeuens UCII/IH onpenensierca Ha ocHOBaHMM OTyeTa mo pe3ysibTaTaM

BHYTPEHHEW NPOBEPKHU.

3.2. IlepeyeHb 00bEKTOB 3aIIUTHI

OObekTaMu 3alUThl SIBISIOTCS — UWHGOpMaius, oOpabaThiBaemasi B
NUCII[dH, u TexHUYeCKue cpelcTBa ee o0paboTku W 3amuThl. llepedeHb
NEPCOHANIBHBIX JIAaHHBIX, TMOJJIeXale 3ammre, omnpeaeneH B Ilepeune
MEPCOHAIBHBIX TaHHBIX, ToIexkamux 3amure B UCII/I.

OOBEKTHI 3aIUTH BKIIFOYAOT:

1) O6pabaTbiBacMast HHGOPMAIIHS.

2) TexHonoruueckas nHGHOPMAIIH.

3) IIporpaMMHO-TEXHUYECKHE CPECTBA OOPaOOTKH.

4) Cpencrsa 3amutsl [1/1H.

5) Kanainsl nH()OPMAIMOHHOTO 00MEHa U TeJICKOMMYHHUKAIIHH.

6) OObekThl ¥ TIOMEIICHUS, B KOTOPBIX pPa3MEIIeHbl KOMIOHEHTHI

WCTITn.

4, Knaccupuxkanus nosab3zoBaresaei UCIIIn

[Tone3oBarenem  UCII[IH  sBisieTcss  OULO,  Y4acTBYIOIIEE B
GYyHKIIMOHUPOBAHUN MH(GOPMAIIMOHHON CUCTEMBI MEPCOHANTBHBIX JTAHHBIX WA
UCIIOJIB3YIOIIee pe3yibTaThl ee (pyHkiuonupoBanus. [lons3zoBarenem WMCIIH

ABJIETCS JIIOOOM COTpyIHUK YmpaieHus, uMmeromuid goctyn Kk UCIIH u ee
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pecypcaM B COOTBECTCTBHUU C YCTAHOBJICHHBIM IIOPAJAKOM, B COOTBETCTBHUU C €TO

GYHKIIMOHATBLHBIME 00S3aHHOCTSIMH.

[Tons3oBarenu UCII/IH nensTca Ha TP OCHOBHBIE KaTETOPUH:

1) Anmunuctparop MCIIJIln. K  1gaHHOM  KaTreropum  OTHOCATCS
COTPYAHUKH YIIPaBJICHUS, KOTOPBIE 3aHMMAIOTCSI HACTPOMKOW, BHEIPEHUEM H
conpoBoxienueM cucteMbl. Aamunuctparop UCII[H obnagaeTr ciemyromum
YPOBHEM JIOCTyMA:

- o0aaeT MoJHOM WH(pOpPMANUE O CUCTEMHOM W TPHUKJIATHOM
nporpammuom obecnieueHuu UCIT/IH;

- o0najaeT MmojaHOM WH(OpMalMell 0 TEXHUYECKUX CPEACTBAX U
koHpurypanuu UCIIH;

- UIMEET JOCTyH KO BCEM TEXHHYECKUM CpeICcTBaM 00paboTKu
uHpopmanuu u nanabiM UCITH;

- o0jajaer mpaBaMu KOH(GUTYPUPOBAHHUS M aJIMHHUCTPATUBHOU
HacTpoiku Texanueckux cpeacts UCII/IH.

2) Iporpammuct-pazpadorunk MCII/In. K maHHON KaTeropuu OTHOCSATCS
COTPYAHUKHN YTPaBIEHHUS WIH CTOPOHHUX OpraHU3aluid, KOTOPbIE 3aHUMAIOTCS
pa3paboTkoii mporpammHoro ooecrnieuenus. Pazpabortuunk MCIIIH oOnamaer
CJIEAYIOIIUM YPOBHEM JOCTYIIA:

- obnamaer wuH@opManuendr 00 aNropuTMax M OpPOrpaMmax
o0pabotku undpopmainuu Ha UCII/IH;

- oOnamaeT BO3MOKHOCTSIMU BHECCHMUS ONMOOK,
HEJCKJIApUPOBAHHBIX  BO3MOXXHOCTEW,  MPOTrPpaMMHBIX  3aKJIaJoK,
BpPEJIOHOCHBIX mporpamMm B TmporpammHoe obecnedenue HCIIJIm Ha
CTaJINM €€ pa3pabOTKH, BHEAPEHUS U COMTPOBOKICHHUS;

- MOKET pacroJjiarath J0ObIMU (parmMeHTamMu UHGOpPMALUU O
tonosiorun VICII/IH ¥ TeXHUYECKUX CpelcTBax OOpabOTKM W 3aIllUThI

[111, oopadateiBaembix B UCITJIH.



23
3) Oneparop UCII[An. K ngaHHON KaTeropuud OTHOCSTCS COTPYIHUKU

NOAPA3AEICHUN YTPABICHUS YYacTBYIOIIMX B IPOLECCE OIKCIUTyaTalluu
NUCTIn. Onepatop UCII[IH o6nanaer ciaenayomuM YpOBHEM JIOCTYTIA:

- obyamaeT BCeMHM HEOOXOIWMBIMH aTpuUOyTamMu (Hampumep,
naposieM), OOECIeUMBAIOIIMMU JOCTYIl K HEKOTOPOMY IOAMHOXECTBY
IT1H;

- pacnionaraet KOHQUIAECHIMATbHBIMA JAHHBIMH, K KOTOPBIM UMEET
JOCTYTI.

Kareropuu mnoisb3oBaTesnel JOMKHBI OBITH OMNpENEICHBbl I KaXKI0u
UCITdn. JomxHO OBITh YTOYHEHO pA3ACICHHE COTPYAHUKOB BHYTpPH
KAaTeropuil, B COOTBETCTBUM C THUIIAMH II0JIb30BATEJIEW ONPEIEICHHBIMU B
[TonuTuke nHGOPMALIMOHHOHN O€30MIaCHOCTH.

Bce BBISBIICEHHBIE TPYIIBI IOJB30BATENEN OTpaxkaroTcsa B OTdeTre Mo
pe3ynbpTaTaM BHYTpeHHeH mnpoBepkd. Ha ocHoBanum Otuera ONpenessroTcs
npaBa pgocryna K anemeHtam HWCII/IH nmma Bcex rpynn moab30BaTeNned |
oTpaxarorca B Marpune nocryna B llomokeHMM o0 pasrpaHUYEeHUM IIpaB

JOCTyma K 00padaTeIBacMbIM IIEPCOHATBHBIM JaHHBIM.

5. OcHOBHbIE IPUHIUIBI IOCTPOEHHUS CUCTEMbI KOMILUIEKCHOM 321U ThI
uHopmanuu

[Toctpoenue cucremnl obOecneuenus Oe3zonacHoctu [1[ln UCIIIn
VYhpapneauss u ee  (PYHKIMOHMPOBAHHWE JOJDKHBI  OCYIIECTBIATHCS B
COOTBETCTBHUHM CO CJICAYIOUIUMHU OCHOBHBIMHU NMPUHITATIAMU:

- 3aKOHHOCTb;

- CUCTEMHOCTD;

KOMIIJICKCHOCTD,

HEIMPEPBIBHOCTB;

CBOCBPCMCHHOCTD,

MMPEEMCTBCHHOCTEL U HEMIPCPBIBHOCTL COBEPIICHCTBOBAHM A,

- IICPCOHAJIbHAA OTBCTCTBCHHOCTD,
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- MUHHUMM3a1Ius1 HOJIHOMO‘IHﬁ;

- B3aUMOJIEMCTBHUE U COTPYAHUYECTBO;

- THOKOCTh CUCTEMBI 3aILUTHI;

- OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aILUTHI;

- IPOCTOTA PUMEHEHUS CPEICTB 3aLUTHI;

- Hay4Hasi 000CHOBAaHHOCTb U TEXHUYECKAs pealn3yeMOCTh;
- CTIeMAIN3aIHs U MPO(EeCCUOHAIN3M;

- 00513aTEIBHOCTD KOHTPOJIS.

5.1. 3akoHHOCTH

[Ipeanonaraer OCyIlIECTBICHHE 3aIUTHBIX MEPONPHUATHI U pa3pabdOTKy
C3II1x YnpaBieHHs B COOTBETCTBUU C JACHCTBYIOIIMM 3aKOHOAATEIHCTBOM B
obnactu 3aumthl IIJIH W JOpyrMX HOPMATHBHBIX AaKTOB IO O€30MACHOCTH
uH(pOpMaIMK, YTBEPXKICHHBIX OpraHaMu TIOCYJapCTBEHHOM BIACTU H
YIPABJICHMS B IIpeJieiax UX KOMIIETCHIINH.

[Tonb3oBaTenu u obcnyxupatouuil nepconan [1/In UCIT/In Ynpainenus
JOJKHBI OBITh OCBEJOMIIEHBI O MOPSAAKE padOThI C 3alMIIaeMoi HHGOpMaLHen

1 00 OTBETCTBEHHOCTH 3a 3amuThl [1J[H.

5.2. CHCTEeMHOCTH

Cucremnsbiii noaxon k noctpoenuto C3II/IH YnpaBnenus npeamnonaraer
y4€T BCEX B3aMMOCBS3AHHBIX, B3aWMOJECHCTBYIOLIUX W HW3MEHSIOIIUXCS BO
BPEMEHHM JJIEMEHTOB, YCJIOBUN M (PAKTOPOB, CYIIECTBEHHO 3HAUMMBIX JJIst
NOHUMAaHUsI U peuieHus: npodiembl odecneuenus: 6esonacHoctu 111n UCIIIn
YnpaieHus.

[Ipu co3maHuu CUCTEMBI 3alUTHI JODKHBI YUUTHIBATHCS BCE CllaOble U
HauOoJiee ys3BHUMbIe MecTa cucteMbl oOpabotku I1/[H, a Taxke xapakrep,
BO3MOXKHbIE OOBEKTHl M HAmpaBJeHHs aTak Ha CHUCTEMY CO CTOPOHBI
HapymuTene (0COOEHHO BBICOKOKBATM(PHUIIMPOBAHHBIX 3JI0YMBILIIIEHHUKOB),
NyTH TPOHUKHOBEHHs B pacnpezeneHHble cuctemMbl © HCJ k mHbopmanuu.

Cucrema 3allIUTBl OOJKHA CTPOHUTBHCSA C YUCTOM HC TOJIBKO BCCX HM3BCCTHBIX
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kaHasoB nponukHoBenust 1 HCJI k unopmanuu, HO ¥ ¢ y4€TOM BO3MOXKHOCTH

MOSIBJICHUS TPUHIIUIIMATIBHO HOBBIX IyTEH peanu3aiu yrpo3 6€30MacHOCTH.

5.3. KoMIL1IeKCHOCTD

KoMIuiekcHOe NCIonb30BaHNE METOAO0B U CPEJICTB 3ALIUTHI IPEANOIAraeT
COrJJaCOBaHHOE TMPUMEHEHHE PAa3HOPOJHBIX CPEACTB MpPU  MOCTPOCHHUH
LETTOCTHOM CUCTEMBI 3alIUThI, IEPEKPHIBAIOIIECH BCE CYIIECTBEHHBIEC (3HAUMMBIE)
KaHAJIbl peau3aliy Yrpo3 M HE cojJepkamieid cradblXx MECT Ha CThIKax
OTJICJIBHBIX €€ KOMIIOHEHTOB.

3amura J0JDKHA CTPOMTBCS DIIETOHUPOBAaHO. JlId KakIoro KaHaia
yTeUKd HUHPOpMAIMK U s KaXJAOW Yrpo3bl O€30MacCHOCTH  JTOJKHO
CYILIECTBOBAaTh HECKOJBKO 3alIUTHBIX pyOexei. Co3maHue 3aluTHBIX pyOexen
OCYIIECTBJISIETCSL C YUE€TOM TOTO, YTOOBI JIJISl UX MPEOJA0JIEHUS MOTEHIIUATEHOMY
3JIOYMBIIIUICHHUKY TPeOOBaIUCHh MPOGECCHOHANbHBIE HABBIKM B HECKOJIBKUX
HEB3aUMOCBSI3aHHBIX 001acTsX.

BuemiHss 3amura J0/DKHA OOecreunBaThCsl (PU3NYECKUMU CPEJICTBAMH,
OpraHU3allMOHHBIMU U TIPABOBBIMH MepaMu. OHUM U3 HauboJiee YKPEIICHHbIX
pyOexell  mpu3BaHbl  OBITh  CPEICTBA  KPUNTOIPA(PUUECKOW  3aIlIMTHI,
peanu3oBaHHbIe ¢ ucnonb3oBanueMm TexHonoruu VPN. IlpuxknagHol ypoBeHb
3alUThI, YYUTHIBAIOIMIMN OCOOCHHOCTH MPEAMETHON 00J1acTH, MPEeCTaABISET

BHYTPEHHHI pyOeK 3allUThI.

5.4. HenpepbiBHOCTH 3amuThl I1/{H

3ammta I1/IH — HE pa3oBoe MEpPONpPUSATHE U HE MPOCTast COBOKYIMHOCTh
MPOBEICHHBIX MEPONPUSATHUA W  YCTAHOBJICHHBIX CPEICTB 3allUTHI, a
HENPEPBIBHBINA LIEJICHANPABIECHHBIA MPOLECC, MPEANOJAratolui PUHATHE
COOTBETCTBYIOIIMX MEp Ha BCeX ATanax ku3HeHHoro mukia UCII/H.

NCIIJIn  1g0o/KHBI HAXOOUTHCS B 3alMIICHHOM COCTOSHHUM  Ha
MPOTSDKEHUU BCETO BPEMEHHM WX (DYHKIIMOHUPOBaHUSA. B COOTBETCTBUU € 3TUM
MPUHLKIIOM JOJKHBI IPUHUMATHCS MEpHI 10 Hepgonyennto nepexona MCII/Ix

B HC3aIIMIIICHHOC COCTOAHHUC.
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BOJII)H_II/IHCTBY (bI/I?)I/I‘ICCKI/IX N TEXHHUYCCKHUX CPCACTB 3alllUTbl OJIA

3¢ (EKTUBHOTO BBINOTHEHUS CBOMX (YHKIMH HEoOXoquma TMOCTOSTHHAS
TEXHUYECKass U  OpraHu3alroHHas  (aAMUHUCTpAaTUBHAs)  MOJJEpPIKKa
(cBOEBpeMEHHAasl CMEHA U 00ecreueHUe NMPAaBUIbHOTO XPAaHEHUS! U IPUMEHEHUS
UMEH, TapoJjel, KiIodel mudpoBanus, nepeonpeaeieHue MoJIHOMOYUN U T.I1.).
[lepeppiBBl B paboTe CPEACTB 3alllUThl MOTYT OBITh HCIOJB30BaHBI
3JIOYMBIIUICHHUKAMU JJISI aHAJIM3a MPUMEHSAEMbIX METOJOB M CPEICTB 3AILUTHI,
JUISL BHEAPEHMS CHEIUaIbHBIX NPOTrPAMMHBIX W allapaTHbIX '3aKkiagok" u
JIPYTUX CPEICTB IMPEOJOJECHUSI CUCTEMBI 3aIUThI IOCJIE BOCCTAHOBIICHUS €€

(yHKIHOHUPOBAHUS.

5.5. CBoeBpeMEeHHOCTH

[Ipennonaraer ynpexaaropi XxapakTep Mep odbecredeHus 0€30MacHOCTH
I[I/IH, TO ecTh NOCTAaHOBKY 3ajad 1o KomiuiekcHoM 3amute WCII[IH u
peanuzaiuioo Mep ooOecneueHus OesomacHocTd II/IlH HA paHHUX CTagusx
pa3pabotrku MCII[IH B menoM H €€ CHUCTeMbl 3alluThl WHQpOpMAIUU, B
YaCTHOCTH.

PazpaboTka cucTEeMbl 3alUThl JOJDKHA BECTUCh TaApalIeNIbHO C
pa3pabOTKOM U pa3BUTHEM CaMOM 3aIlUINACMON CUCTEMBI. DTO TIO3BOJHUT YIE€CTh
TpeOoBaHUsI O€30MACHOCTU MPU MPOESKTUPOBAHUU APXUTEKTYPHI U, B KOHEYHOM
cdeTe, co3gaTh Ooisee d(ddekTuBHBIE (KaK IO 3aTpaTaM pPEeCypcoB, TaK M TIO

CTOMKOCTH) 3aIIHUIICHHBIC CHCTEMBI.

5.6. [IpeeMCTBEHHOCTH M COBEPIIEHCTBOBAHME

[IpennosiararoT NOCTOSSHHOE COBEPIIIEHCTBOBAHUE MEP U CPEACTB 3aIUTHI
nH(OpPMAITUU Ha OCHOBE MPEEMCTBEHHOCTH OPTaHU3AlMOHHBIX M TEXHHUYECKUX
pellIeHn, KaapoBOro cocTaBa, aHanu3a ¢yHkuuonupoBanuss MCIIJIH u ee
CHUCTEMBI 3alllUThl C y4ETOM H3MEHEHHWM B METOJAaX M CPEACTBAX MEepexBara
uH(opMaIuu, HOPMATUBHBIX TPEOOBaHWI 1O  3alIUTe, JOCTHTHYTOTO

OTEUECTBEHHOI'0 U 3apy0OEKHOT0 OMBITA B 3TOM 001aCTH.



27
5.7. IlepcoHaibHasi OTBETCTBEHHOCTH

[Tpenmosiaraer  BO3JIOKEHHME  OTBETCTBEHHOCTH 3a  oOecliedeHue
oe3omacHoctu II[I[H u cuctembl MX OOpaOOTKM Ha Ka)XJOTO COTPYAHHMKA B
npefenax ero  IMOJHOMOYMM. B COOTBETCTBMM € 3TMM  IIPUHLHAIOM
pacnpenenenrue npaB U 00s13aHHOCTEN COTPYIHUKOB CTPOUTCS TAKUM 00pa3oM,
9YTOOBI B CiIy4ae JIOOOTO HapyIIeHHs Kpyr BHHOBHHUKOB OBLIT UYETKO M3BECTEH

HJIK CBCACH K MUHUMYMY.

5.8. IIpyHIUI MUHUMH3AIMU TIOJTHOMOYMMA

O3HavaeT MnpeaoCcTaBICHUE MOJIb30BaTEIIM MUHUMAJIBHBIX IIPaB JI0CTYIIA
B COOTBETCTBUU C MPOU3BOACTBEHHOW HEOOXOJAMMOCTBIO, HA OCHOBE MPHUHIIUIA
«BCE, YTO HE PA3PEIICHO, 3AMPEIICHO.

Hoctyn k I1/IH 1omkeH npe1ocTaBiIsIThCA TOIBKO B TOM Cliydae U 00beMe,
€CIIM O9TO HEOOXOJAMMO COTPYIHUKY JJIsi BBIMOJHEHUSI €r0 JIOJKHOCTHBIX

00513aHHOCTEN.

5.9. BzaumojeiicTBUe U COTPYIHUYECTBO

[Ipeanonaraer co3ganue OJIaronpusITHOM aTMocdepbl B KOJUJIEKTHBAaX
noApaszaeneHuii, odbecneunBaronux aestenbHocts UCIIIH Ynpasnenus, mis
CHUKEHHSI BEPOSTHOCTH BO3HMKHOBEHHUS HETATHBHBIX ACHCTBHIl CBSI3aHHBIX C
YeJI0BEUECKUM (haKTOPOM.

B Ttakoii 00cTaHOBKE COTPYAHUKH JOKHBI OCO3HAaHHO COOJIIOAATh
YCTAHOBJICHHbIC TMpaBWwia M OKa3blBaTh COJCUCTBUE B  JIESITEIBHOCTH

NO/Ipa3ieIeHuH TEXHUYECKOU 3alMThl HH(OpMAIUH.

5.10. 'mokocTh cucTtemsbl 3amuThl I1IH

[IpunsiTEIE MEphl W YCTAHOBJICHHBIC CpPEICTBA 3aIlUTHI, OCOOEHHO B
HaYaJIbHBIN MEPUO MX JKCIUTyaTallud, MOTYT OOECIeYrBaTh KaK 4pe3MEpHBIi,
TaK ¥ HEJAOCTATOYHBIM YPOBEHBb 3amuThI. (711 oOecmedeHHs] BO3MOKHOCTH
BapbUPOBAHUSI YPOBHEM 3aIIUIIIECHHOCTH, CPEJCTBA 3aIUTHl JOJKHBI 00Ja/1aTh
OnpeIeSIeHHOM THOKOCThIO. OCOOEHHO Ba)KHBIM ITO CBOMCTBO SIBISIETCS B TeX

ClIydasax, Koraa YCTAHOBKY CPCACTB 3alllUThI HGO6XOI[I/IMO OCYHICCTBJIAThL Ha
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paboTamonlyr0o  CUCTEMy, HE Hapylias TMpolecca €€  HOPMaJbHOTO

(GYHKIITMOHUPOBAHMS.

5.11. OTKpBITOCTH AJITOPUTMOB U MEXaHU3MOB 3AIIUTHI

CyTh mOpuUHIUIIA OTKPBHITOCTH QJITOPUTMOB M MEXAHHU3MOB 3alIUTHI
COCTOMT B TOM, YTO 3alllUTa HE JOJKHA OOECIeYMBATHCS TOJIBKO 32 CYET
CEKPETHOCTH CTPYKTYPHOUM OpTraHU3AIMH U aITOPUTMOB (DYHKITMOHUPOBAHMSI €€
MOJICUCTEM. 3HAHUE aJTOPUTMOB PaOOThl CUCTEMBI 3allIUTHl HE JOJIKHO J1aBaTh
BO3MOXHOCTH €€ MpeojoieHus (naxe aBropam). OnHAKO, 3TO HE 03HAYAET, YTO

uHbOpMaIus 0 KOHKPETHOW CUCTEME 3alIUThI JOJKHA ObITh 00IEAOCTYIIHA.

5.12. IIpocToTa NPpUMEHEHUS CPEACTB 3aAlUTHI

MexaHu3Mbl 3alIUThl JOJKHBI ObITh UHTYUTHBHO TMOHSTHBI U TIPOCTHI B
WCITOJIB30BaHUU. [IprMeHeHne CpeCTB 3alUThl HE JOHKHO OBITh CBSI3aHO CO
3HAHWEM CITCIIUAJIbHBIX S3BIKOB WJIM C BBIMOJHEHUEM JEUCTBHM, TPEOYIOMTUX
3HAUUTEIBHBIX JIOMOJHHUTENBHBIX  TpyJl03aTpaT TMpu  OOBIYHOM  padoTe
3aperUCTPUPOBAHHBIX YCTAHOBIICHHBIM TOPSIKOM IOJIB30BATEIICH, a TaKXKe HE
JIOJDKHO TpeOOBaTh OT MOJIb30BATENS BBIMIOJHEHUS PYTUHHBIX MAaJIOMOHSITHBIX
emMy ornepaluii (BBOJ HECKOJIbKUX MapoJIei U UMEH U T.1.).

JlolDKHA JOCTHTaThCS aBTOMATH3aIlds MAKCHMAJBLHOTO YHCIIA JICHCTBUM

nosib3oBareneit u agmuuuctparopos UCIIIH.

5.13. HayuyHasi 000CHOBAHHOCTh M TEXHHYECKAS Peau3yeMOCTh

NudopmanmoHHble TEXHOJIOTHH, TEXHUYECKHUE U IPOTPAMMHBIE CPE/ICTBA,
CpelcTBa W MeEpbl 3auUThl WMH(OPMAIMU JIOJDKHBI OBITh pEeaIn30BaHbl Ha
COBPEMEHHOM YpPOBHE pa3BUTHS HAYKM W TEXHUKH, HAy4HO OOOCHOBAaHBI C
TOYKHU 3PEHUSI JOCTHXKEHMS 3aJJaHHOTO YpOBHSA 0O€30MacCHOCTH MH(MOpMAIMU U
JOJKHBI  COOTBETCTBOBATh YCTAHOBJIIGHHBIM HOpMaM M TpeOOBaHUSIM IO
oe3onacuoctu [1/1H.

C3IIx momkHa ObITh OPUEHTUPOBAHA HA PEIICHUS, BO3MOXHBIE PUCKU
JUISl KOTOPBIX U MEPbI IPOTUBOAEHCTBHS ATUM PUCKaM IPOILIM BCECTOPOHHIOKO

TEOPETUYECKYIO U MPAKTUYECKYIO ITPOBEPKY.
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5.14. Cneunanau3anusi ¥ NpopeccuoHaTu3M

[Ipeanonaraer mpuBiedeHUE K pa3pabOTKE CPEACTB U pealiu3aliud Mep
3amuThl  WHQOpMANUKM  CHENUATN3UPOBAHHBIX  OpraHW3aluid, Haubosee
MOATOTOBJICHHBIX K KOHKPETHOMY BHAY JAESTEIBHOCTH 1O 00ECIECYEHUIO
oezonacHoctu  IIJlH, UWMEOMHKX  ONBIT  NPAKTUYECKOH  paboThl U
rOCYJapCTBEHHYIO JIMIEH3HI0 Ha IMPaBO OKa3aHWS YCIyr B 3TOM OOJIACTH.
Peanuzanus aiMUHUCTPATUBHBIX MEP U DKCIUTyaTallds CPEJCTB 3aIUThI JOJHKHA
OCYHIECTBJIATBCA  MPO(PECCHOHANBHO  MOJATOTOBICHHBIMH  CIEIIMATIUCTAMHU

YnpasneHus.

5.15. O6s13aTEILHOCTH KOHTPOJISI

[Tpenmonaraer 00s3aTENBHOCTE U CBOEBPEMEHHOCTb BBISBIICHUS U
IIPECEUCHHs] TOMBITOK HAPYIICHHWS YCTAHOBJIEHHBIX MIPABWII OOECHEUECHHUS
oe3onacHoctu [I/[H Ha OCHOBE HCHOJIB3yEMBIX CHCTEM M CPEACTB 3aLIUThI
uHpOpMallMl TMpPU COBEPUICHCTBOBAHWM KPUTEPHUEB U METOJIOB OIICHKHU
() PEKTUBHOCTU ATUX CUCTEM U CPEJICTB.

KoHnTponb 3a AesaTensHOCThIO JTI000T0 MOJIb30BATENS, KaXA0r0 CpPeICTBa
3alIUTHl U B OTHOUIEHUH JIFOOOTO 00BEKTa 3aIUThI JOJKEH OCYIECTBISTHCS Ha
OCHOBE MPUMEHEHHsI CPEJCTB ONEPATUBHOTO KOHTPOJS W PErucTpaluud U
JIOJDKEH OXBAThIBATh KaK HECAHKIIMOHWPOBAHHBIE, TAK U CAHKIIMOHHPOBAHHBIE

JICUCTBUSI IOJIL30BATENICH.

6. Mepbl, MeTOABI U CpeCcTBA o0ecneyeHnsi TpedyeMoro ypoBHsi
3alUIIEHHOCTH

ObGecrieueHne  TpeOyeMoro  ypOBHS  3alIUIIEHHOCTH  JIOJKHOCTHU
JIOCTUTATbCS C MCIOJb30BAaHUEM MEpP, METOJOB M CpPeNCTB OezomacHOCTH. Bcee
Mepsbl o0ecnieueHus: 6ezonacHocty UCIIJIH noapasaenstorces Ha:

- 3aKOHOJIaTeJIbHBIC (ITPABOBHIC);

- MOPaJbHO-3TUYECKHUE;

- OpraHu3aIlMOHHbIE (A IMUHUCTPATUBHBIC);

- pu3HUecKue;
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- TEeXHUYECKHE (aIapaTHbIe U MPOrPaMMHBIE).

[lepeuenr BBIOpaHHBIX Mep oOecredyeHHus OE30MACHOCTH OTpa)kaeTcs B

[Inane MCpOHpI/I}ITHﬁ 110 00eCIICUEHUIO 3alIUTHI IICPCOHAJIBHBIX TAHHBbIX.

6.1. 3akoHoaaTe/IbHBIE (IPABOBbIE) MePbI 3AIIUTHI

K mpaBoBBIM MéepaM 3aIIMUTBI OTHOCSTCS IEUCTBYIOIINE B CTPaHE 3aKOHBI,
yKa3bl 1 HOpPMaTUBHBIE aKThl, pErIaMEeHTHpYIOIUE ITpaBuiia oopamienus ¢ 11/1H,
3aKpeIUIAIONIME TpaBa U OO0SA3aHHOCTH YYaCTHUKOB HMH(OPMALUOHHBIX
OTHOLIEHMH B Iporecce ee O00pabOTKM M HCIOJb30BaHMS, a TaKKe
YCTaHaBJIMBAOIINE OTBETCTBEHHOCTh 33 HAPYLICHUS 3TUX IIPaBUII, IPEISITCTBYS
TEM CaMbIM HENPAaBOMEPHOMY HcCnonb3oBaHuto II/[H u saBagrommecs
CIEPKUBAIOIIMM (DAKTOPOM Il MOTEHLIUATIbHBIX HAPYILIUTECH.

[IpaBoBblE MeEpBI 3alIUTBI HOCAT B OCHOBHOM  YIPEXKIAOLIWU,
NpOQHUIAKTUYECKUI XapakTep M TpeOyIOT MOCTOSIHHOW pPa3bsCHUTEIbHOU

pa6OTI>I C ITIOJIB30BAaTCIIIMHU 1 O6CJIY)KI/IBaI-OIHI/IM IICPCOHAJIOM CUCTCMBI.

6.2. MOpaJIbHO-3TI/I‘IeCKI/Ie MEPbI 3allIUTbI

K MopanbHO-3THUECKMM MepaM OTHOCATCS HOPMBI MOBEJIEHUS, KOTOpPbIE
TPAJULIOHHO CIIOKWJIMCh WIH CKJIAJIBIBAIOTCS MO Mepe pacnpocTtpaneHns OBM
B CTpaHe WIM OOlecTBE. OTH HOPMbI OOJIbIIEH YacThIO HE SBISIFOTCS
00s3aTeNbHBIMHA, KaK 3aKOHOJATENbHO YTBEP)KICHHbIE HOPMATHBHBIEC AaKThI,
OJTHAKO, UX HECOOJIOACHHE BEAET OOBIYHO K IMAJEHUI0 aBTOPUTETA, MpecThka
YeJOBEKa, TIPYNNbl JHI WA OpraHu3alud. MOopalbHO-ITUYECKUE HOPMBI
OBIBAIOT KaK HemucaHble (HampuMmep, OOIIenpHU3HAHHbIE HOPMbI YECTHOCTH,
naTpUOTH3Ma U T.I1.), TAK U MUCAHbIE, TO €CTh O(POPMIICHHBIE B HEKOTOPBIN CBOA
(ycTaB) mpaBWJI WM MIPEANMCAHUIA.

MopanbHO-3TUYECKUE MEPBI 3aLIUTHI SBISIOTCS NPOPUIAKTHUECKUMH U
TpeOyIOT MOCTOSIHHOM pabOoThI MO CO3AAHUIO 3JOPOBOTO MOPAIbHOTO KJIMMAaTa B
KOJUIEKTUBAX MojipasaeieHuii. MopaabHO-3TUYECKUE MEpbI 3allUThl CHUKAIOT
BEPOSITHOCTh ~ BO3HUKHOBEHMSI  HETATUBHBIX  JIEWCTBHIM  CBSI3aHHBIX  C

YeJIOBEYECKUM (PAaKTOPOM.



31
6.3. OpranuzaumoHHbie (AAMUHUCTPATHBHbIE) MePbI 3aIUUTHI

OpraHu3aiMoHHble (aJMUHUCTPATUBHBIE) MEpPbI 3allUTHl - 3TO MEpHI
OpraHU3alMOHHOTO XapakTepa, pErlaMEeHTUPYIOIINE MPOLIECCHI
dbynkmonuposanus UCIT/IH, ucnonszoBanue pecypco UCII/IH, nesTenbHOCTD
OOCITY’>KMBAIOIIET0  MEpCOHalla, a Takke TMOPSAOK  B3aUMOJEHCTBHUS
nosib3oBateniet ¢ MCII[IH Takum oOpa3om, 4ToOBI B HaWOOJBIIEH CTEIICHH
3aTPYyIHUTh WM MCKJIIOYUTH BO3MOXKHOCTH pea3alliu Yrpo3 0e30MacHOCTH
WJIM CHU3UTH pa3Mep MOTeph B CIydyae UX peaan3aluu.

['aBHas 1e/1b aAMUHUCTPATUBHBIX MEP, MPEINPUHUMAEMBIX Ha BBICHIEM
yIpaBJICHUYECKOM ypoBHE — cdopmupoBaTh [lomutuky wuHGOPMAIIMOHHON
oeszonacHoctu [I/[H (oTpaxkaromiyro MNOAXOJbI K 3amuTe HUHPOpMAIUU) U
00eCIeYuTh €€ BHITIOJIHEHHE, BBIJEISAS HEOOXOAUMBIE PECYPChl U KOHTPOIUPYS
COCTOSIHHE JIE.

Peanuzanust [loautuku undpopmarmonnoit 6ezonacuoctu [1JIn 8 UCIIn
COCTOSIT W3 M€p AaJAMUHUCTPATUBHOTO YPOBHS M  OpraHU3alMOHHBIX
(mpoueaypHBIX) MEp 3alMUThl HH(OPMALIIH.

K aamMuHuCTpaTHBHOMY YPOBHIO OTHOCSTCSI PEIICHUSI PYKOBOJCTBA,
3aTparuBatoiue aesreabHocTh MUCIIIH B ie1oM. OTH pelieHus 3aKperuisitoTCs
B [lonutuke wmHpopmanmonHoi Oe3omacHOCTH. IIpumepoM Takux pereHuit
MOTYT OBITh:

- IPUHSTHE pelieHuss 0 (GOPMHUPOBAHUU UITU TIEPECMOTPE KOMILIEKCHOU
nporpaMmmbl odecnieueHus: 0ezonacHoctu [1J[H, onpenenenre OTBETCTBEHHBIX 3a
€€ pean3alluio;

- popMynMpoBaHHE  L€Nel, TOCTAHOBKAa  3aJa4y,  OIpEJCJICHUE
HaIpaBJICHUH JESATEILHOCTH B 00s1acTu 6e3onacHoctu [1/1H;

- IPUHATHE  PEIIEHUWH 1O  BONpocaM  peaju3alid  [porpamMMbl
0€30MacHOCTH, KOTOPhIE PACCMATPUBAIOTCS HA YPOBHE YTIpaBJIECHUS B LIEJIOM;

- o0ecreyeHue HOPMATUBHOM (IIPaBOBOI) 6a3bl BOMPOCOB O€30MACHOCTU

n T.II.
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[Tonutrka BEepXHETro YpOBHS AOJKHA YETKO OYEPTUTH chepy BIUSHUA U

OTpaHWYCHHsI TpU ompeneneHuu 1enet OesomacHoctu [1/lH, ompenenuthb
KaKUMH pecypcaMu (MaTepualbHble, MEepCOHaN) OHU OyAYyT IJOCTHUTHYTHI H
HaWTU pPa3yMHBI KOMIIPOMHUCC MEXIY PUEMIIEMbIM YPOBHEM O€30MIaCHOCTH U

¢ynkmonansHoCcThI0O UCTT/IH.

Ha opramu3zaniMOHHOM ypOBHE ONPEAEIIIOTCS NPOUEAypbl M IIPaBHIIA
JOCTHKEHHUsI Tened u  pemeHus 3agad  [lomutuku  wHGOPMAMOHHON
oe3onacHoctu [1/IH. DTH npaBuiIa OoNpeaensioT:

- KaKoBa 00J1acTh MPUMEHEHHUS MOAUTHKU Oe3onacHocTH [1/1H;

- KAKOBbl POJIM U OOSI3aHHOCTHU JIOJDKHOCTHBIX JIMI], OTBEYAlOIIME 3a
npoBeJeHUEe NOoJuTUKU Oe3omacHocth [IJIH, a Tak e WX YCTaHOBUTh
OTBETCTBEHHOCTE;

- KTO uMeeT npasa gocryna K [1/1H;

- KaKUMHU MEpaMH U cpeAcTBaMu obecrieunBaercs 3ammra [1J1H;

- KAKUMU MepaMu U CpeAcTBaMH oOecreuuBaeTcs KOHTpOJIb 3a

CO6J'HOI[CHI/ICM BBCIACHHOI'O pCKUMaA 0e3011acHOCTH.

OpranuzaiioHHbIE MEPBI JTOJKHBI:

- IpeAycMaTpuBaTh  perjiaMeHT  HMH()OpPMAIIMOHHBIX  OTHOIICHUH,
MCKJTIOYAIOIINX BO3MOXHOCTh HECAHKIIMOHUPOBAHHBIX JIEMCTBUN B OTHOIIEHUH
0OBEKTOB 3aIIUTHL;

- ONPEAETATh KOUIMIMOHHBIE U HEPAPXUYECKUE MPUHIUIIBI U METOMIBI
pasrpanuueHus gocryna K I/1H;

- ONPEACNSATh TOPSAOK PabOThl € MPOrPaMMHO-MATEMATHUYECKUMU |
TEXHUUYECKUMHU (aImapaTHbie) CPEACTBAMH 3aIUTHl U KPUIITO3AIIUTHI U IPYTUX
3alIUTHBIX MEXAHU3MOB;

- opranu3oBatb Mepbl mnpotuBoAeicTBus HC/] monp3oBarensiMmu  Ha

JTanax ayTeHTU(UKALMKM, aBTOPU3aAlUU, WICHTU(PUKAIIUU, O00ECTICUMBAIOIINX
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rapanTun pc€ajlnu3aluu IpaB U OTBETCTBCHHOCTH CY6T>€KTOB I/IH(bOpMaIII/IOHHBIX

OTHOIIIEHUU.

OpraHu3aimoHHbIe MEPhI JOJKHBI B CE0s BKITIOUYATh:

- pernameHT nocrtyna B nomemeHuss UCIIx;

- IOPSIIOK JOIyCKa COTPYIHHMKOB K HCIOJb30BaHUIO pecypcoB MCIIIH
YnpasneHus;

- perIamMeHT TMpOLIECCOB BeIEHUA ©0a3 JaHHbIX U OCYIIECTBIICHHUS
MoAU(pUKAIIMKA UHPOPMALIUOHHBIX PECYPCOB;

- pEeTJIaMEHT IMPOIIECCOB OOCTYKMBAHUS U OCYIIECTBICHUS MOIUDUKALIT
anmnapaTtHbIX U nporpamMHubix pecypcoB UCII/IH;

- uHcTpykuuu  nons3zoBareneit  UCII[n (agmunuctpatopa WCIIH,
aJIMHHHCTpaTopa 6e3omacHocTH, oneparopa UCIT/In);

- UHCTPYKUHUH  T[I0JIb30BAaTEJIEd IPU BO3ZHUKHOBEHHM  BHEIITATHBIX

CUTYyalUM.

6.4. ®u3nyecKue Mepbl 3aUTHI

DU3UYECKUE MEpbl 3alUTHl OCHOBAHBI HA IPUMEHEHUM Pa3HOro poja
MEXAHUYECKUX, DJIEKTPO- WIH BJICKTPOHHO-MEXAHUYECKUX YCTPOWCTB U
COOPY)XKCHHUH, CHENHAIbHO TIPeAHA3HAYCHHBIX JUIS CO3JaHUsA (U3NUSCKHUX
NPENATCTBUA  HAa  BO3MOXHBIX  IYTSX  [POHUKHOBEHHS W JIOCTyMNa
MOTCHIMAIIBHBIX HAPYIIUTEICH K KOMIIOHEHTaM CHUCTEMbl W 3alIUIIaeMOU
nH(popManuu, a TakKe TEXHHUECKUX CPEJICTB BU3YyaJIbHOTO HAOIIOICHHUS, CBSI3H
Y OXPaHHOW CUTHAJIM3ALIHAH.

dusnyeckass 3amuTa 3JaHUN, TOMENIEHUM, OOBEKTOB M CPEACTB
nH(popMaTH3auH JIOJDKHA OCYILLECTBIIATHCSA IIyTEM YCTaHOBJICHUSA
COOTBETCTBYIOUIUX MTOCTOB OXPaHbI, C MOMOIIBIO TEXHUUYECKUX CPEACTB OXPAHBI
WM JIOOBIMH JIPYTUMHU CIIOCOOaMH, TPEIOTBPAIIAOINIMMHI WU CYIIECTBEHHO
3aTPYAHSIOIMMHU NMPOHUKHOBEHUE B 3[IaHUE, MOMEIICHUS MMOCTOPOHHUX JIMIL,

XUlleHrne WHGOPMAIIMOHHBIX HOCHUTENEH, CaMUX CpeacTB HHGPOpMATHU3aIUH,
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UCKJIIOYAIOIIMMH HAXOXJIEHUE BHYTPU KOHTPOJIUPYEMOW (OXpaHSIEMOI) 30HBI

TCXHUYCCKUX CPCACTB PA3BCAKU.

6.5. AnnapaTHo-nporpaMMHble cpeacTBa 3ammThl [1/1n

TexHudeckue (amnmapaTHO-IPOrpaMMHBIC) MEpPBI 3alMTHI OCHOBAaHbI Ha
UCIOJB30BAaHUN  PA3JIUYHBIX AJIEKTPOHHBIX YCTPOMCTB M CHEIMATbHBIX
nporpamm, Bxoasmmx B coctaB MCIIJIH u BBIMOMHSIOMUX (CAaMOCTOSTENHHO
WM B KOMIUIEKCE C IPYTUMHU CpecTBaMu) (YHKIMH 3aIUThI (MICHTUPUKALIUIO
U ayTeHTU(UKAIMIO TIOJIb30BATENICH, pa3TpaHWUYCHUE ITOCTylla K pecypcam,
PEruCTpaliio COOBITHM, KpUNnTorpaduueckoe 3aKprITHEe UHPOPMAIIUHU U T.1.).

C yderoM Bcex TpeOOBAHMI M MPUHLMUIIOB OOecrieueHHs] O0€30MacHOCTU
I[TJa 8 UCIIIH 1o BCceM HampaBJICHUSIM 3alIMThl B COCTAB CHUCTEMBI 3aIllUThI
JOJDKHBI OBITh BKJIFOUEHBI CJIETYIONTUE CPEJICTBA:

- cpeAcTBa  uAeHTU(UKaIuu  (Omo3HaBaHUs) W ayTeHTU(UKAIMU
(moaTBepKICHUS OIMHHOCTH ) nojib3oBaTeaeit MCII/H;

- CpEACTBA pa3rpaHuYCHUS JOCTyTIa 3apEeTUCTPUPOBAHHBIX
nonb3oBareneit cucrteMsl k pecypcam UCII/IH YnpaBnenus;

- cpenctBa oOecrieueHUss M KOHTPOJISI IEJIOCTHOCTH TMPOTPAMMHBIX U
MH(OPMAIMOHHBIX PECYPCOB;

- CpEIICTBA  OINEPATUBHOTO  KOHTPOJII M  PETUCTpPAIlUU  COOBITUH
0e30IacHOCTH;

- KpunTorpaguyeckue cpeactna 3amuTsl [1/1H.

VYcnemHnoe NMpUMEHEHUE TEXHUYECKUX CPEACTB 3alIUThl HA OCHOBAaHUU
MPUHLUIOB (pa3fen 5) mpeamnosiaraet, YTo BHIMOJIHEHUE NIEPEUUCICHHBIX HIKE
TpeOOBaHUM O0ECIEUeHO OPraHU3alMOHHBIMU (aJIMUHUCTPATUBHBIMH) MEpaMu
Y UCTIOJIb3yeMbIMU (PH3NYECKUMH CPEICTBAMU 3AIUTHI:

- obecnieueHa ¢uzudeckas 1eJI0CTHOCTh Bcex kKoMmnoHeHT UCTIH;

- KOKIbIM  coTpyaHuk  (momb3oBatens  MCII[AH) wim  rpynna

MOJIb30BaTeIeH HUMCCT YHHUKAJIBHOC CHUCTCMHOC HMIA MW MHWHHMAJIbHO
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HCO6XO,III/IMBIG JJI1 BBIIIOJITHEHUSA MM CBOHUX (I)YHKIII/IOHaJILHBIX 00s13aHHOCTEHN

MTOJIHOMOYHS MO JIOCTYITY K PECYpCaM CUCTEMBI;

-8 UCIIAn VYnpaBnenus pa3paboTka ¢ OTJIaJKa MPOrpaMm
ocymectBisieTcs 3a npeaenamu UCII/H, Ha ucnbITaTeNbHBIX CTEHAAX;

- BCE U3MEHEHUSI KOH(UTYpaIlui TEXHUUYECKUX U MPOTPAMMHBIX CPEJICTB
NCTIIH npou3BOASATCS CTPOrO YCTAHOBJICHHBIM MOPSAJIKOM (PETHUCTPUPYIOTCS U
KOHTPOJMPYIOTCSI) TOJBKO HAa OCHOBAaHUU PACIOPSKEHUM PYKOBOJICTBA
YnpasneHus;

- CETEBOE o0opynoBaHuE (KOHIIEHTPATOPBHI, KOMMYTAaTOPBHlI,
MapuIpyTU3aTopsl M T.Il.) pacrojaraercsi B MeCTaX, HEAOCTYIHbBIX IS
MOCTOPOHHUX (CHEIUATbHBIX MTOMEIICHUSX, IKadax, u T.11.).

- ClIELMaJMCTaMu Y IIpaBJICHUs OCYIIECTBISIETCST ~ HENPEPBIBHOE
yOpaBie€HUEe U aIMHUHUCTPATUBHAS MOJJEPKKA (DYHKIIMOHUPOBAHUS CPEICTB

3allIuThI.

7. Koutrpoasb 3¢ppexTuBHocTH cucTteMbl 3amuThl UCII/In YnpaBaenus

Kontpons »addexturoctn  C3IIJI[H 10KEH OCYIIECTBISICTCS Ha
nepuoauyeckor  ocHoBe. llenpto  KOHTpodst A(D(PEKTUBHOCTH  SBIAETCS
CBOEBPEMEHHOE BBISBICHHE HEHaaJexXalux pexumoB padbotel  C3IIH
(OTKJIFOUEHHE  CPEACTB  3alllUThl,  HAPYIIEHHE  PEKUMOB  3aIllUTHI,
HECAaHKIIMOHUPOBAHHOE M3MEHEHHME peXMMa 3aluThl M T.I.), a TakK
IIPOTHO3MPOBAaHUE M TMPEBEHTUBHOE pEarupoBaHUE Ha HOBBIE YIPO3bI
oe3onacuoctu [1J1H.

KOHTpoJib MOKET NPOBOAUTHCA KaK aJIMUHHCTPATOPAMH O€30MaCHOCTH
HUCTIIln  (omepaTWBHBI  KOHTPOJHL B  Tpolecce  HHOOPMAIMOHHOTO
B3aumoneiicteuss B UCII[H), Tak W TOpHUBIEKAEMbIMU ISl 3TOH LEIH
KOMIETEHTHBIMUA OpPraHU3allMsIMH, WMEIOIUMHM JIMIEH3UIO Ha JTOT BHJ
nestenpHocTH, a Takke DPCTIK Poccum m ®CBb Poccum B mpenenax ux

KOMIICTCHIINH.
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KOHTpOJIB MOXKCET OCYHICCTBIIATECA aIMUHUCTPATOPOM 0e30IacHOCTH KaK

C MOMOIIBIO IITATHBIX CPEACTB cUCTeMbl 3amuThl [I/[H, Tak ¥ C MOMOIIBIO
CHEIUATbHBIX TPOrPAMMHBIX CPEJICTB KOHTPOJIS.

Onenka »>¢dexktuBHocT Mep 3ammrtbl [/l mpoBomuTcs ¢
MCIIOJIb30BaHUEM TEXHUYECKUX M MPOTPAMMHBIX CPEACTB KOHTPOJIS HA MPEIMET

COOTBCTCTBHUA YCTAHOBJICHHBIM Tpe6OBaHI/I$IM.

8. Cepnl oTBeTcTBeHHOCTH 32 Oe3onacHocTh [1/1H

OTBETCTBEHHBIM 3a pa3pabOTKy MEp U KOHTPOJb HajJ OO0ecleueHHeM
0€30MacHOCTH TMEPCOHABHBIX JAHHBIX SBIAECTCS PYKOBOAMUTENb YIpaBICHUS.
PykoBoauTenb MOXET JAEJIETUPOBaTh YacTh MOJHOMOYUN MO 00ECIECYEHUIO
0€30MacHOCTH MEePCOHAIBHBIX JIAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJUTENS  BKIIOYACT  CIEAYIONIUE
HarnpaBJieHus o0ecnieueHus: 6ezonacHoctu [1J[H:

- [InanupoBanue u peanusanus Mep MO O00ECHEUCHHIO O€30MaCHOCTH
ITTs;

- Ananmu3 yrpo3 6e3omacuoctu [1/1H;

- Pa3pabotky, BHEIpeHHE, KOHTPOJIb HCIOIHEHUS U TIOJJEPKaHHUE B
aKTyaJbHOM COCTOSSHUU TIOJIMTHK, PYKOBOJACTB, KOHIEMIHH, MPOLETYyp,
pPErIaMEHTOB, WHCTPYKIUI U APYrUX OPraHU3alMOHHBIX JOKYMEHTOB IO
o0ecreueHnI0 0€30IIaCHOCTH,

- KonTpons 3anmmennoctd UT uHppacTpykTypbl YIpaBieHus: OT yrpo3
Ub niyrewm;

- O6yuenne u undopmupoBanue mnomnbzoBatenet MCIIIH, o mopsake
paboTel ¢ I1/IH 1 cpeacTBamMu 3aIIuTHI;

- [IpegoTBpainieHue, BBISBICHHE, pearupoBaHWE U  paccieoBaHUE

HapyueHui 6ezonacuoctu [1J1H.



37
HpI/I BBaHMOHeﬁCTBHH CO CTOPOHHUMM OpraHU3alluAMHU B CIIydasaX, KOTrJa

COTPYIHHUKAM 3THX OpraHU3alluil MPEeIOCTABISAETCS JOCTYN K OOBEKTaM 3alUThI
(pazzen 3), ¢ 3TUMM OpraHU3ALUSIMH JOHKHO OBITh 3aKiItoueHo «CorialieHue o
KOHQUACHIMATbHOCTH», J100 «CoryanieHue o COOJIIOJEHUU — pexuma
oezonacHoctu I[1JIH npu BemosHenun padot B MCII/In». IloaroroBka TUIOBBIX
BAPUAHTOB JTUX CONIAIICHWHA  OCYIIECTBIIETCS IPHU HEMOCPEACTBEHHOM
y4acTUU OTHENa IOPUIUYECKOro oOecledyeHus, KaApoB U TOCYIapCTBEHHOMN

CIIykObl YTIpaBiIeHUS.

9. Moaeab HApYLIUTEIsA 0€30MACHOCTH

[lon HapymmTenemM B YHOpPaBICHWM IIOHMUMAETCA JIMLO, KOTOPOE B
pe3yJbTaTe YMBIIUICHHBIX WM HEYMBIIIJICHHBIX JEHCTBUN MOYET HAHECTH
yiiepO o0bekTam 3amuThl (pazaen 3).
Hapymurenn mnoxapa3ienstorcss 1O NPHU3HAKY [PUHAUIEKHOCTH K
NCIIJH. Bece Hapymurenu AeiasTcs Ha IBE TPYIIIbL:
— BHEIIHHME HapyluTenu — (U3MYecKue Jnla, He UMEIoIIUEe MpaBa
npeObIBaHUSI HAa TEPPUTOPUM KOHTPOJUPYEMOM 30HBI, B Mpeaenax
KoTopoi pa3zmemaercst ooopynoanue UCIIIH;

— BHYTPEHHUE HapylIuTeId — (PU3MYECKHE JUIA, UMEIOLIUE IPaBo
npeObIBaHKUSI HAa TEPPUTOPUM KOHTPOJUPYEMOM 30HBI, B Mpeaenax
KOTOpoi pa3memaercs odopynoanaue UCITH.

Knaccudukanusa HapymuTeneil mnpeacraBieHa B Moxaenu  yrpos

0€30MacHOCTH MEePCOHANBHBIX HaHHBIX Kaxaou MCIIJIH.

10. MopeJb yrpo3 6€30nacHOCTH

Hna  WCII[An VYnopaBieHus BBIACISIIOTCS — CIEAYIOIIUE OCHOBHBIC
KaTeropuu yrpo3 0€30MacHOCTH NMEPCOHATBHBIX JTaHHBIX:
1) Yrpo3sl OT yTeYKH 110 TEXHHYECKUM KaHajlaM.

2) YTpo3bl HECAHKITMOHUPOBAHHOTO IOCTYIA K HH()OPMAIIHH
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- Yrpo3bl YHUYTOXXEHUSI, XUIlleHUs1 anmnaparHeix cpencts MCII/Ix

HOCHUTENIeH HWH(pOpMaUU IMyTeM (PU3NYECKOTO IOCTyIMa K JJIEMEHTaM
NCIIH.

- Yrpo3bl XWILEHUS, HECAHKIIMOHUPOBAHHOW MOJAM(PUKALNUA WU
0JIOKMpOBaHUsI MH(POpPMAIIMU 32 CYET HECAHKIMOHUPOBAHHOIO JOCTyMa
(HCH) c¢ mnpuMeHeHueM MporpaMMHO-alNapaTHbIX M MPOTPAMMHBIX
CpeACTB (B TOM YHUCJE MPOrpaMMHO-MAaTEeMaTUYECKUX BO3JCHCTBUN).

- Yrpo3bl HE TMPEIHAMEPECHHBIX JEWCTBUM IIOJB30BATEIIEN U
HapymeHui 6e3omacHoctu Qpynkiumonuposanuss UCIIn u C3I1[In B ee
COCTaBe M3-3a COOEB B MPOrpaMMHOM OOECIEUECHHH, a TaKXKe OT YIrpo3
HEAHTPOIIOTeHHOTO (COOEB armapaTypbl U3-3a HEHAIC)KHOCTH JIEMEHTOB,
cOOEB DJIEKTPONUTAHUSI) M CTUXMMHOTO (yJapoB MOJIHHM, IOXapoB,
HABOJIHCHU U T.I1.) XapakTepa.

- YIpo3bl IIPEeIHAMEPEHHBIX JIEUCTBUM BHYTPEHHUX HAPYIIUTEIICH.

- prOSBI HCCAHKIMMOHUPOBAHHOTO AOCTYIIA 110 KaHaJlaM CBA3H.

Onucanue yrpo3, BEpOSTHOCTh MX pealu3alld, ONAcCHOCTb H
aKTyaJIbHOCTb TIpeAcTaBlieHbl B Mojenu yrpo3 0e30MacHOCTH MEePCOHAIbHBIX

nanHbIx Kaxaou UCII/IH.

11. Mexanu3m peajausanuu Konuenuuu

Peanuzanua KoHuenuum  0MKHA  OCYHIECTBISATHCS HAa  OCHOBE
MEPCIIEKTUBHBIX MPOTPAMM M IIJIAHOB, KOTOPBIE COCTABJIAIOTCA HA OCHOBAaHUU U
BO HMCIIOJTHEHHE:

- enepalbHBIX 3aKOHOB B o0Onactu oOecniedeHus: HHOOPMAIMOHHOU
0€301aCHOCTH U 3aIUThl HHGOPMAIINH;

- noctanoBienni [IpaBurenscTBa Poccuiickon Denepaunu;

- PYKOBOJSIINX, OPraHU3alMOHHO-PACIIOPAIUTEIBHBIX U METOIMYECKUX

nokymentoB @®CTOK Poccuu;
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- motpedHocreir MCIIJIH B cpeactBax obOecnedeHus 0e30MacHOCTH

uHbOpMaLUu.

12. Oxupaemblii 3¢ ekt ot peanuzanun KoHuenmuu

Peanuzarusa Konneniuu 6e3onacHoctu [1J1a 8 UCIIIH 1103BOIUT:

- olleHUTh coctosiuue Oe3omacHoctu MHGopmanmu MCIIIH, BBISABUTH
WCTOYHUKU BHYTPEHHUX W BHEIIHHUX YIpo3 WHPOPMAIMOHHON 0€30MacHOCTH,
ONpENEIUTh NPUOPUTETHBIE HAIPABICHUS MPEIOTBPALLCHUS, OTPAKECHUS H
HEWUTpaIu3aluu 3TUX Yyrpo3s;

- pazpaboTaTh  paCHOPSAIUTENIbHBIE W  HOPMATHUBHO-METOJUYECKHUE
JIOKYMEHTBI puMeHuTenbHo K MCII/H;

- npoBecTu Kiaccudukanuio u ceprudukanuo UCIH;

- IPOBECTU OPraHU3ALUOHHO-PEKUMHBIE MU TEXHUYECKUE MEPOIPHUITHUS
o obecnieueruto 6e3omacHocTu [11n B UCII/IH;

- o0ecneunTh HEOOXOUMBIN YPOBEHBL O€30MTACHOCTH OOBEKTOB 3aIUTHI.

OcyliecTBiIeHHE H3TUX MEPONPUATHI 00€CHeUuT CO3JAaHHE EIUHOM,
LEJIOCTHOM M CKOOPAMHMPOBAHHOM CHCTEMbI MH()OPMAIMOHHONW 0O€30MacHOCTH

NCII/IH u co3macT ycinoBus il €€ JaJTbHEHNIIEro COBEPIICHCTBOBAHUS.

13. CicoKk HOPMATHUBHBIX JIOKYMEHTOB

OCHOBHBIMM HOPMATHBHO-IIPABOBBIMU M METOJNYECKHUMH JOKYMEHTAMH,
Ha KOTOpbIX OazupyeTcs HacTosmas KoHuenius SBiastoTcs:

1. ®enepanpubiii 3akon ot 27.07.2006 1. Ne 152-®3 «O mnepcoHaNIbHBIX
naHHbix» (nanmee — D3 «O mNepcoHANbHBIX JaHHBIX»), YCTAHABIMBAOLIUN
OCHOBHbIE TPHUHIMIBI U ycioBus o6paGotku I1/IH, mpaBa, oOs3aHHOCTH U
OTBETCTBEHHOCTh YUaCTHUKOB OTHOIIECHUHN, CBSI3aHHBIX ¢ 00padoTkoii [1/1H.

2. «ITonoxenue o0 obOecrneueHUH OE€30MACHOCTH MEPCOHAIBHBIX JAAHHBIX
npu ux oOpaboTke B MH(DOPMAIMOHHBIX CHCTEMaX MEPCOHAJIbHBIX AAHHBIXY,

yrBepxaeHHoe [locranosnennem I[IpaBurenscta PO ot 17.11.2007 r. Ne 781.
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3. «llopsimoxk mnpoBeneHus kinaccUpUKAMK UHGOPMAIIMOHHBIX CUCTEM

NEPCOHANBHBIX JaHHBIX», YTBEpKIAEHHBIM coBMecTHbIM [Ipukazom OCTIK
Poccun No 55, ®Cb Poccum Ne 86 m Munundopmcssizu PO No 20 ot
13.02.2008r.

4. «Ilonmoxxenue 00 0OCOOEHHOCTSIX OOpaOOTKH TMEPCOHANBHBIX JaHHBIX,
OCYHIECTBISIEMOI 06€3 UCII0JIb30BaHUS CPEJICTB AaBTOMATH3AIIMN», YTBEPKIACHHOE
[ToctanoBnenuem IlpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5. «TpeboBanns K  MaTepHAIbHBIM  HOCHUTEISAM  OMOMETPUYECKHX
NEPCOHANIBHBIX JAHHBIX M TEXHOJIOTMSIM XpaHEHUS TaKUX JAHHBIX BHE
WHOOPMAIIMOHHBIX ~ CUCTEM  MEPCOHANBHBIX  JIAHHBIX»,  YTBEP)KICHHbIE
[Toctanosnennem IIpaBurenscta PO ot 06.07.2008 r. Ne 512.

6. IIpukaz ®CTIK ot 05.02.2010 r. N 58 «O06 yTBEpKI€HUU TOJTOKEHUS O
METO/aX M crocobax 3amuThl UHGOpMaMU B WH(OPMAIIMOHHBIX CHUCTEMax
3aIUTHI IEPCOHANBHBIX TAHHBIX).

7. HopmaTuBHO-METOIMYECKHE JTIOKYMEHThl DenepanbHOl CiyKObl IO
TEXHUYECKOMY U JKCIepTHOMY KOHTpoiito Poccuiickoit ®denepanuu (naiee -
®CTOK Poccun) mo obecrneuenuto 6ezomacuoctd [1J{H npu ux oOpaboOTKe B
NCITH:

7.1. BazoBas mozenb yrpo3 0€30MacHOCTH NMEPCOHAJIBHBIX JaHHBIX IPU HX
00paboTKke B MH(OPMAIMOHHBIX CHUCTEMAaxX MEPCOHAJIBHBIX TAHHBIX, YTB. 3aM.
nupektopa @CTIOK Poccun 15.02.08 r. (ICII)

7.2. Meronuka  ONpENENEeHHS  aKTyaJllbHBIX  YIpo3  0€30MacHOCTH
NEPCOHANIBHBIX JAHHBIX MPU MX 00paboTKe B MHQPOPMALMOHHBIX CHUCTEMAaxX
MEePCOHAIBHBIX AaHHbIX, yTB. 3aM. aupekrtopa PCTIK Poccum 15.02.08 r.
(ACILI).

8. MP «Metonuyeckue peKOMEHAAMN JUisl OpraHu3alid  3alluThl
uHopMaruu Tpu  00pabOTKE TEPCOHANBHBIX JAaHHBIX B YUPEKICHHUIX
3/IpaBOOXpaHEHUs, COLMAIbHOU c(ephl, TpyAa U 3aHATOCTU», YTBEP)KICHHBIE

MUHHCTEPCTBOM 3/IpaBOOXPAHEHUS U COLMANIBHOTO pa3Butus PO 23.12.2009



